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Uvodnik 

Po daljšem obdobju stabilnih geopolitičnih razmer v Evropi in uspešnega gospodarskega razvoja na globalni 
ravni smo se v zadnjih dveh letih soočili z življenjskimi in poslovnimi okoliščinami, ki jih je bilo težko 
napovedati. Posledično smo se znašli v določenih pomembnih situacijah povsem nepripravljeni. Iz izkušenj 
doma in po svetu lahko zaključimo, da se pogosto o kritičnih razmerah razmišlja šele, ko se zgodijo, saj jih je 
pogosto težko predvideti in se nanje ustrezno pripraviti. Kot kaže, se bomo z nestabilnim okoljem in 
nepredvidljivimi razmerami soočali tudi v prihodnjih nekaj letih. Prav v takšnih razmerah je še toliko bolj 
pomembno neprekinjeno, zanesljivo in varno delovanje kritične infrastrukture.

Letošnja delavnica je namenjena aktualni tematiki, kako lahko z uporabo naprednih rešitev IKT povečamo 
odpornost kritične infrastrukture. Ta vidik uporabe bi moral biti za razvijalce rešitev, operaterje in 
uporabnike enako ali celo bolj pomemben kot razvoj komunikacijskih rešitev, ki so namenjene zabavnim 
vsebinam in druženju v digitalnem svetu. Prispevki letošnje delavnice nam opisujejo, s kakšnimi izzivi se 
soočajo posamezniki, podjetja in institucije, kakšne rešitve imajo na voljo, ali jih uporabljajo ter kakšna so 
njihova strateška razmišljanja in načrti. Predstavljajo tudi najnovejše razpoložljive tehnologije ter prednosti 
in slabosti njihove uporabe na delovanje kritične infrastrukture.

V Sloveniji so sektorji kritične infrastrukture definirani v Zakonu o kritični infrastrukturi in vključujejo 
energetiko, promet, prehrano, preskrbo s pitno vodo, zdravstvo, varovanje okolja ter informacijsko-
komunikacijska omrežja in sisteme. Kritična infrastruktura zajema zmogljivosti, ki so ključnega pomena za 
državo, njihova morebitna prekinitev delovanja ali celo uničenje ima resne posledice za nacionalno varnost 
in gospodarstvo, prav tako pa tudi za zdravje, varnost, zaščito in blaginjo ljudi. V prispevkih se v prvi vrsti 
omenjajo informacijsko-komunikacijska omrežja in sistemi, ki postajajo vedno bolj pomembni pri 
zagotavljanju razpoložljivosti in varnosti kritične infrastrukture. Predstavljajo namreč hrbtenico ostale 
kritične infrastrukture in brez njihovega delovanja si danes ne predstavljamo sodobne družbe. Uvajanje in 
razvoj tehnologij IKT na eni strani pomeni višjo odpornost in učinkovitost, na drugi strani pa gre tudi za 
določena varnostna tveganja. V tem nepredvidljivem času so na udaru vsi sektorji, ki so medsebojno vedno 
bolj prepleteni in soodvisni. Posebno pozornost namenjamo energetskemu sektorju, ki s svojo oskrbo 
neposredno vpliva tudi na vse ostale sektorje kritične infrastrukture.

Pred vami je zbornik 37. delavnice o telekomunikacijah VITEL 2022. Avtorji prispevkov so predstavniki 
operaterjev elektronskih komunikacij, vodilni svetovni proizvajalci telekomunikacijske opreme, predstavniki 
vodilnih slovenskih tehnoloških podjetij, sektorjev kritične infrastrukture in državni odločevalci. Vsem je 
skupna želja najti odgovor na vprašanje, kako spodbuditi pravočasno implementacijo informacijski-
komunikacijskih rešitev, ki bodo dejansko povečale odpornost delovanja kritične infrastrukture ter s tem 
celotnega gospodarstva in države. Pomemben je tudi evropski vidik harmonizacije kritične infrastrukture in 
načrti za povečanje odpornosti evropske kritične infrastrukture, kar bo nedvomno eden izmed večjih izzivov 
za prihodnje delovanje Evropske unije.  

Odpornost kritične infrastrukture je ključnega pomena za prihodnje blagostanje vseh nas, ki živimo in 
delamo v Sloveniji in Evropski uniji. 

mag. Vesna Prodnik       16. maj 2022 
Slovensko društvo za elektronske komunikacije
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Foreword 

After a long period of stable geopolitical conditions in Europe and successful economic development at 
the global level, we have faced life and business circumstances in the last two years that were difficult to 
predict. As a result, we found ourselves completely unprepared in certain important situations. From 
experience at home and around the world, we can conclude that critical situations are often considered only 
when they occur, as they are often difficult to predict and prepare for. It seems that we will continue to face 
an unstable environment and unpredictable conditions in the next few years. It is in such a situation that the 
continuous, reliable and safe operation of critical infrastructure is even more important. 

This year's workshop is dedicated to the topic how we can increase the resilience of critical infrastructure 
by using advanced ICT solutions. Aforementioned aspect of use should be even more important for solution 
developers, operators and users than the development of communication solutions designed for 
entertainment and socializing in the digital world. The articles of this year's workshop describe the 
challenges faced by individuals, companies and institutions, what solutions they have at their disposal, 
whether they use them and what their strategic thoughts and plans are. They also present the latest available 
technologies, advantages and disadvantages of their applications to the operation of critical infrastructure. 

In Slovenia, critical infrastructure sectors are defined in the Critical Infrastructure Act and include 
energy, transport, food, drinking water supply, healthcare, environmental protection and information and 
communication networks and systems. Critical infrastructure includes capacities that are crucial for the 
country, their possible disruption or even destruction has serious consequences for national security and the 
economy, as well as for the health, safety, protection and well-being of the people. The articles primarily 
address information and communication networks and systems, which are becoming increasingly important 
in ensuring the availability and security of critical infrastructure. Namely, they represent the backbone of 
other critical infrastructure, and without their operation we cannot imagine a modern society today. The 
introduction and development of ICT technologies means, on the one hand, higher resilience and efficiency, 
and, on the other hand, certain security risks. In this unpredictable time, all sectors that are increasingly 
intertwined and interdependent are under attack. In this procceedins we pay special attention to the energy 
sector, which directly affects all other sectors of critical infrastructure. 

In front of you is the proceedings of the 37th Workshop on telecommunications VITEL 2022. The authors 
of the papers are representatives of electronic communications operators, leading global manufacturers of 
telecommunications equipment, representatives of leading Slovenian technology companies, critical 
infrastructure sectors and government decision makers. Everyone has a goal to find an answer to the 
question of how to promote the timely implementation of information and communication solutions that will 
actually increase the resilience of critical infrastructure and thus the entire economy of the country. The 
European aspect of critical infrastructure harmonization and plans to increase the resilience of European 
critical infrastructure are also important, which will undoubtedly be one of the major challenges for the 
future functioning of the European Union. 

The resilience of critical infrastructure is crucial for the future well-being of all of us who live and work 
in Slovenia and the European Union. 

mag. Vesna Prodnik        Ljubljana, 16 May 2021
Slovenian Electronic Communications Society         
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Dr Uroš Svete is an expert in the area of defence, security 
studies, conflict analysis, and information 
security/cybersecurity. He is Director of the Government 
Information Security Office of the Republic of Slovenia. He 
has extensive experience in lecturing and researching as part 
of his academic career at the Faculty of Social Studies, 
University of Ljubljana. He was one of the first Slovenian 
academics to deal with the security and geostrategic 
dimensions of the use of information and communication 
technologies. As an Associate Professor he mostly focused on 
the topics of military technology and security implications of 
information and communication technologies. Between 
January 2011 and December 2015, he was leading the 
Department of Defense Studies. At the end of 2018, he 
became the Director General of the Information Society 
Directorate at the Ministry of Public Administration, where 
he successfully led the process of the establishment of the 
Information Security Administration as the national 
competent authority for cybersecurity, which was operating 
as part of the Ministry of Public Administration (at the time 
digital ministry in Slovenia). Following a new national 
reform and change of legislation in July 2021 the 
Government Information Security Office was established as 
the national competent authority for cybersecurity under the 
authority of the Prime Minister's Office and Dr Uroš Svete 
was appointed as Director. 
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The role of AKOS in the field of critical infrastructure 
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<���-*�*�<��������-�-*"��*�'*�'����*���U������8��"*�
�<����*�����*�����������3���������������=�',����)��*����)��
�����*�*� �*��� ����8��� ���� �(��� )���8��� *����������
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The purpose of the lecture is to present the 
competencies and role of the Agency for 
Communication Networks and Services of the Republic 
of Slovenia in the field of providing critical 
infrastructure, which is primarily related to ensuring 
the radio frequency spectrum and security and integrity 
of networks. The content will touch both current and 
future activities of the Agency in these areas. 

������_W�

4*",� *�'*� 4(�*� '�� ���������3*�
�"��3�'�� -*����(���*3�'��*�����='*� ���
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)��*� �� ���(� ��$[� ������*�*� -*� ��!�����
���=������ ��������'*,� Y�<�����*�*� '�� �*�

��������� U*�(������ �� &'()�'*��� ���
�*"������*�*� �*� �*�(������ -*� '*����
(<�*��,� �� ���(� ��$`� '�� )��*�
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�
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���*� ��8� ���� ������ �������� ��� ��"(�*������� <�����<��9� ����
*������� �����('�� <��� �)�����*�'(� ��� �-�*'*�'(� ��"(�*������
<���������*����*�����������������(�������*�����������'(9��*�
<����8'��9� ��� ��� �� <�����'������ �"��3�'�x� ������������
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Tanja Muha is a Director of the Agency for 
Communication Networks and Services of the Republic of 
Slovenia since 2017. Prior to that, in 2016 she was appointed 

acting director. She graduated from the Faculty of 
Economics in Ljubljana and received her master's degree 
from the Faculty of Public Administration. In 2019, she was 
the Vice-Chair of the Body of European Regulators for 
Electronic Communications - BEREC. She has been involved 
in the field of telecommunications regulation since 2005. As 
part of her work, she has been following trends and 
regulatory approaches for several years, and actively 
participates in the formulation and implementation of 
regulatory policy at both Slovenian and international levels. 
communications, media, post, railways and spectrum 
management.�
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The European electric power system as an important critical 
infrastructure
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The growing need for energy infrastructure opens 
the question on how efficiently we are using the existing 
ones. ACER is addressing the problem of the 
appropriateness of classical regulatory frameworks 
when it comes to supporting infrastructure efficiency. 
Smart and innovative solutions, opposed to classical 
infrastructure solutions, are seen as major drivers in 
improving infrastructure efficiency.   
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Jan Kostevc is employee of the EU Agency for the 
Cooperation of Energy Regulators (ACER), working as the 

team leader of the Energy Infrastructure team within the IGR 
department (Infrastructure, Gas and Retail), focusing on 
electricity and gas infrastructure through respective network 
development plans: ENTSO-E TYNDP, ENTSOG TYNDP, 
NDP and TYNDP consistency, Projects of Common Interests, 
etc. The team is also active in the field of network tariffs, 
research and innovation, gas security of supply, etc. Before 
joining ACER, Jan Kostevc was with ELES, the Slovenian 
electricity TSO, working as head of the Operational Support 
Service, focusing on different aspects of operational security, 
and leading the development of many innovative projects.�
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1. OPERATIVNA TVEGANJA PRI TIPIČNEM 
PONUDNIKU STORITEV ELEKTRONSKIH 
KOMUNIKACIJ 

Operaterji se, ne glede na katerem geografskem 
področju delujemo, naj bo to Evropa ali na primer 
Severna Amerika, srečujemo s podobnimi 
operativnimi in varnostnimi tveganji, zato ni odveč 
pogled, katera so ta tveganja in kako jih je mogoče 
uspešno obvladovati. Izkušnje kažejo, da je večina 
operativnih tveganj primerljiva ne glede na 
geografijo, določena tveganja pa odstopajo glede na 
specifike države. Na primer, specifika Kanade je 
njena geografska razsežnost in redka poseljenost na 
90% ozemlja. Po drugi strani je država Gibraltar 
izjemno majhna, vendar njeni odnosi s sosednjimi 
državami v marsičem definirajo operativna tveganja. 
V predavanju se dotaknem konkretnih tveganj in 
način obvladovanja le teh v teh dveh državah. 

Operativna tveganja smo operaterji dolžni 
obvladovati, ne samo zaradi zakonodaje, temveč v 
prvi vrsti zaradi skrbi za kakovost in razpoložljivost 
storitve za našega uporabnika. Daljša prekinitev 
zagotavljanja storitev za operaterja lahko pomeni tudi 
prenehanje poslovanja. Zaradi naštetega se operaterji 
poslužujemo vrste ukrepov, ki jih izvajamo, da 
dvignemo zanesljivost naših storitev. Sistematični 
pristop k tej problematiki se močno izboljša, če 
operater uvede SUNP, sistem upravljanja 
neprekinjenega poslovanja, ali s tujko BCP (Business 
Continuity Plan) in njeno tehnično komponento DRP 
(Disaster Recovery Plan). 

Kar se tiče zakonodaje, veljavni Zekom v Poglavju 
VII, ki govori o varnosti omrežij in delovanju v 
izrednih razmerah, predpisuje da je operater dolžan 
izdelati varnostni načrt, zagotavljati celovitost 
omrežij, izdelati ukrepe v primeru izjemnih stanj, ter 
zagotavljati razpoložljivost javno dostopnih storitev, 
s posebnim poudarkom na klicu v sili 112., 113 in 
116. Novi Zekom2, ki je še v proceduri potrjevanja, 
še ni potrjen, v poglavju VIII to področje opredeljuje 
in ureja še natančneje. 

Načrtovanje SUNP (BCP) se prične z oceno tveganj. 
Ocena tveganj je na splošno ključ do tega, da 
pridemo do spoznanja, katera tveganja nas ogrožajo. 
Vprašamo se – kaj vse lahko gre narobe? Kaj vse nas 
ogroža? Kako bi ravnali v takšnih situacijah? Od 

koga ali česa vse smo odvisni? Ali smo na to 
pripravljeni? Ocena tveganj mora biti zastavljena 
dovolj široko, da zajame ne samo tehnična tveganja, 
temveč tudi človeške vire, podatke, ključne procese, 
ter zunanje partnerje. Prepogosto se ocena tveganja 
izvede zgolj administrativno, v resnici pa gre za 
strateško vprašanje, v kateri morajo sodelovati 
najboljši strokovnjaki v družbi. 

Odgovornost za pripravo ocen tveganja, SUNP 
(BCP) ter posledično ukrepov leži na senior 
managementu, kateremu je zaupana skrb za vire in za 
poslovno stabilnost podjetja. Izraženo tveganje je 
produkt verjetnost in posledice (R=L x I), se pa lahko 
izrazi kvantitativno ali kvalitativno. 

Tveganja ocenimo v analizi BIA – Business Impact 
Analysis, kjer identificiramo ključne procese ter 
predvidimo ukrepe za zmanjševanje ali odpravo 
tveganj, analiza pa primarno naslavlja poslovno 
vprašanje, kakšno je optimalno razmerje med časom 
nedostopnosti storitev in s tem povezanim poslovnim 
vplivom, ter s tem povezanimi stroški. 

Med tveganja je potrebno uvrstiti ne samo manjše 
dogodke, temveč tudi katastrofe – te so lahko naravne 
(poplave, potres, požari, pandemija, žled..) ali pa 
terorizem, vojne ipd.. 

V Sloveniji imamo nekaj izkušenj, zadnja je 
pandemija ter pa najnovejše težave z dobavni roki 
opreme, v zadnjem desetletju ali dveh pa velja 
omeniti žled in potrese. 

Ukrepi za obvladovanje tveganj so lahko tehnične 
narave, ki jih imenujemo procedure v primeru 
katastrofe (DRP), in odgovarjajo na tveganja in 
ukrepe ob odpovedi opreme ali sistemov širše 
gledano, in zahtevajo ustrezne investicije. Začne se 
pri podvojenosti strojne opreme (1+1), podvojenosti 
transportnih fizičnih poti, rezervnimi napajalnimi 
sistemi, baterijami, agregati, podvojenosti 
podatkovnih centrov, pri podatkih pa podvojenosti 
podatkovnih baz, ter izvajanjem varnostnega 
kopiranja (Backup) ter shranjevanjem varnostnih 
kopij na varni lokaciji (Off-site) . 

Poudariti velja, da so ključni podatki 
najpomembnejše sredstvo in vrednost podjetja. 
Tehnična sredstva, v kolikor so prizadeta, je mogoče 
obnoviti v določenem času, med tem ko so izgubljeni 
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ključni podatki za podjetje resnična katastrofa. Zaradi 
tega je podvojenost, potrojenost, varnostni trakovi na 
varni lokaciji, ter potencialno tudi hranjenje ključnih 
podatkov v oblaku najpomembnejši tehnični ukrep – 
t.i. zlata kopija. 

Pri varovanju podatkov je ortogonalnost hranjenja 
podatkov ključna, torej na neodvisnih virih. 

Ukrepi pa niso zgolj tehnični, uvajamo tudi 
administrativne ukrepe, na primer obvladovanje 
ključnih procesov v okoliščinah katastrofe. 

Na splošno velja načelo, da bolj kot gremo od 
dostopa pri jedru, bolj povečujemo stopnjo 
redundance, saj se tveganje izpada ter vpliva na 
število uporabnikov povečuje. Na dostopu se danes 
lepo dopolnjujeta fiksen in mobilni dostop in si tako 
nudita določeno stopnjo redundance. Podoben pristop 
srečamo ne glede na geografsko okolje. 

Ukrepe, ko so enkrat ti pripravljeni, je potrebno 
redno testirati, v nasprotnem primeru se lahko zgodi, 
da ostane BCP plan zgolj elaborat v predalu, v 
primeru katastrofe pa procesi ne bodo preizkušeni v 
praksi, zaposleni pa ne bodo izurjeni za takšne 
dogodke. 

Velja pa opozoriti na določena tveganja, ki jih 
operaterji sicer vključujemo med tveganja ter se jih 
zavedamo, vendar je obvladovanje v primeru velikih 
katastrof, na primer vojne, zunaj našega dosega, kar 
pa bi bilo smiselno nasloviti na nivoju celotne 
družbe. Glede na vojno v ne tako oddaljeni Ukrajini 
je smiselno pogledati tudi tista tveganja, ki jih 
operaterji težje obvladujemo. 

Naštejmo nekaj takšnih tveganj: 

- Prvi primer je razpoložljivost električne energije in 
pa energentov na splošno. Poslužujemo se sistemov 
rezervnega napajanja, vendar imajo ti omejen čas 
razpoložljivosti. Pomembnejša vozlišča so 
opremljena z agregati, ki imajo rezervoar z nafto 
običajno na voljo za nekaj dni pa do nekaj tednov. 
Dlje od tega smo odvisni od razpoložljivosti dobave 
nafte. Deset let nazaj smo pridobili kar nekaj 
dragocenih izkušenj ob žledu, ko se je porušilo več 
visokonapetostnih daljnovodov, posledice za 
komunikacijska omrežja pa so bile na tretjini ozemlja 

države katastrofalne. Takrat je vskočila država z 
mobilnimi agregati večjih moči. 

Bolj ko gremo proti dostopovnemu omrežju, bolj se 
povečuje odvisnost od omrežnega vira električne 
energije. Najbolj je to občutno pri uporabniku 
samem. Nekaj rezerve predstavlja sam mobilni 
telefon, vendar tu govorimo o dnevu ali dveh. 
Zanimiva možnost se ponuja z dostopom preko 
satelitskih omrežij, veljalo bi premisliti, da bi država 
vzpostavila rezervni sistem preko enega od modernih 
ponudnikov mobilnega satelitskega dostopa. 

- Drug primer so ključni zaposleni, ki skrbijo za 
operativno delovanje omrežja. V kolikor ključni 
zaposleni iz katerega koli razloga niso več 
razpoložljivi, ne morejo priti do delovnega mesta niti 
ne morejo oddaljeno dostopati do naših sistemov, 
bomo hitro zašli v operativne težave. Med pandemijo 
smo se naučili kako delati oddaljeno, smo pa imeli 
kar nekaj izzivov za rešiti, na primer varnostna 
vprašanja in zahteve za delo od doma, na primer v 
močno reguliranih finančnem sektorju. 

- Tretji primer so ključni dobavitelji, katerih storitve 
in oprema so kritično pomembni za operativno 
delovanje omrežij. Prekinitev dobavne verige, 
dostopa na daljavo, prekinitev dobave rezervnih 
delov lahko hitro vpliva na razpoložljivost storitev. 

- Zadnje, transportna hrbtenična omrežja ali pa 
mednarodne povezave so zaradi svoje pomembnosti 
grajena in načrtovana visoko redundančno z visoko 
žilavostjo. So pa lahko ob katastrofah velikih 
razsežnosti ali vojnah tudi šibka točka. 

2. VARNOSTNA TVEGANJA PRI TIPIČNEM 
PONUDNIKU STORITEV ELEKTRONSKIH 
KOMUNIKACIJ 

Poglavitno prepoznano tveganje danes nedvomno je 
kibernetsko tveganje, v bančništvu na primer je takoj 
za finančnimi tveganji.. Pri tem ne zmanjšujemo 
pomena fizične varnosti in tveganj, vendar so 
tradicionalna tveganja bolj obvladljiva. Varnostna 
tveganja je smiselno obvladovati na sistematičen 
način, kot je certificiranje po standardu ISO 27001, 
ter preko nabora ukrepov, kot so zero trust 
arhitektura, varnost v globino, redno izvajanje 
backupov ter hranjenje varnostnih kopij na večih 
lokacijah, redno nameščanje varnostnih popravkov, 
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redno varnostno skeniranje in izvajanje penetration 
testov, izobraževanje uporabnikov itd… 

Pri oceni varnostih tveganj bi želeli izpostaviti 
določene specifike operaterjev. 

A. Problem odprtega interneta 

Operaterji z ozirom na kibernetska tveganja 
nastopamo v dvojni vlogi: po eni strani imamo lastno 
korporativno omrežje, ki ga varujemo po najboljših 
praksah, imamo zaposlene, ki so lahko subjekt 
socialnega inženiringa, torej imamo podobne izzive 
kot druga podjetja. Po drugi strani smo ponudnik 
fiksnih in mobilnih storitev našim uporabnikom, pri 
čemer načeloma ne posegamo v internetni promet. 
Zekom v 203. členu naslavlja Nevtralnost interneta, 
ki natančno predpisuje, v katerih primerih smemo 
operaterji posegati v internetni promet, točka 2 nam 
daje podlago za omejevanje prometa v primeru 
neupravičenega prekomernega zasega prenosnega 
medija, kar rešujemo s sistemi za DDOS zaščito. 

Skrb za kibernetsko varnost je tako v največji meri 
prepuščena končnemu uporabniku, razen v primeru, 
ko ta pooblasti ali naroči ustrezno storitev pri 
operaterju, kot je na primer SOC za poslovno stranko 
ali pa protivirusna zaščita. 

Znan primer velikega napada na končne uporabnike 
ISP ponudnikov je napad Mirai, ki je v S Ameriki 
prizadel na več deset milijonov uporabnikov na 
način, da je napadalec okužil z zlonamerno kodo 
naprave, ki so bile priključene na odprt internet pri 
uporabniku, a niso uporabljale močnih gesel – 
televizorje, kamere ipd. Okužene naprave so potem 
prožile velike DDOS napade, zaradi česar so njihovi 
IP naslovi prišli na črne liste in bili blokirani s strani 
organizacije ki upravljajo IP naslovni prostor. 

Operaterju tako ostaja izobraževanje in ozaveščanje 
naših uporabnikov. 

B. Pogled na varnost v 5G  

Peta generacija mobilnih komunikacij je tehnološko 
gledano naslednji korak v razvoju mobilnih omrežij, 
se pa močno poudarja njen pomen v zvezi z varnostjo 
omrežij. Drži, da je peta generacija podlaga za IoT in 
M2M naprave, ki se bodo uporabljale tudi za 
upravljanje kritične infrastrukture, zaradi tega je skrb 

upravičena. Poglejmo katera tveganja izhajajo iz 
naslova IoT, in kako je tehnologija pripravljena na to. 

V večini omrežij se 5G uporablja sedaj v kombinaciji 
s 4G LTE, saj uporablja več načinom arhitekture 
implementacije - skupno jedro (NSA – non-stand 
alone). Prihaja pa 5G specifično jedro, imenovano 
SA – Standalone. 

Tveganja iz tega naslova so imele standardizacijske 
hiše 3GPP in GSMA v mislih, saj so razvili oziroma 
standardizirali vrsto novih mehanizmov ali kontrol, 
ki v prejšnjih generacijah še niso bila na voljo, in 
katere adresirajo znana in pričakovana nova tveganja 
in grožnje. Ko te mehanizme primerjamo na primer z 
uveljavljeno, tudi pri nas zelo razširjeno starejšo 
tehnologijo SCADA (Supervisory Control and Data 
Acquisition), ki je ranljiva zaradi vrste svojih 
pomanjkljivosti, na primer odsotnost ustrezne 
avtentikacije uporabnika. Tako lahko napadalec 
pravzame kontrolo nad aktivnim upravljanjem 
senzorike, kar predstavlja zelo oprijemljivo 
ogroženost za kritične infrastrukture . Pri mobilnih 
tehnologijah, posebej pri 5G, gre za povsem drug 
svet – varnost, ki jo ta omogoča, je na 
neprimerljivem višjem nivoju. 5G močno izboljša 
zaupnost in celovitost uporabniških podatkov in 
podatkov na napravi. 

Poglejmo, katere so tiste kontrole, ki delajo 5G v 
resnici zelo varno tehnologijo, v kolikor se 
omogočene kontrole tudi ustrezno implementirajo. 

- Dodatno šifriranje, poleg generičnega na radijski 
poti med terminom in bazno postajo, še E2E s 256 in 
več bitnimi ključi, omogočeno je simetrična in 
asimetrično šifriranje 

- Šifriranje kontrolnega sloja med terminalsko 
napravo in jedrom. S tem se prepreči možnost 
sledenja terminalske naprave, prepreči se MITM 
napad, ter napad z lažno bazno postajo (IMSI 
Catcher) 

- Dodaja se kontrolo imenovano domača kontrola, ki 
prinaša avtenticiranje naprave v gostujočem omrežju, 
šele potem ko je napravo avtenticiralo že domače 
omrežje. S tem se preprečujejo zlorabe med 
gostovanjem 
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- Dodaja se enovito avtenticiranje, tudi ko se naprava 
prijavi na omrežje ki ni samo po sebi zaupanja 
vredno (WLAN, Wifi..) 

- Izboljšuje se zaščita zasebnosti u uporabo PKI 
infrastrukture, torej javnega ključa, in asimetrične 
enkripcije 

- 5G vpeljuje nov varnostni element – SEPP 
(Security Edge Protection Proxy), katerega namen je 
varnostni prehod med domačim in tujim omrežjem. 
Ta zagotavlja zaščito proti prisluškovanju, zagotavlja 
E2E avtentikacijo, upravljenje šifriranih ključev itd.. 

- Virtualizacija: kot vemo, bo 5G virtualizano ter 
odprto na ven preko NEF funkcij in odprtih 
vmesnikov API REST proti vertikalam, ki bodo 
koristile omrežne rezine. Z odprtostjo vmesnikov pa 
prihajajo tudi nova tveganja, vključno z izolacijo 
resursov vertikale. Vrsta novih varnostnih kontrol je 
razvita z namenom ščititi celotno verigo. 

- Identiteta terminalske naprave v nefizični obliki 
eSIM, se ščiti preko dodatnega varnostnega elementa 
eUICC, preko uporabe HTTPS ter PKI infrastrukture 
javnih ključev. Kaj je eUICC (embedded universal 
integrated circuit card), je komponenta SIM modula, 
ki izvaja varnostne funkcije. 

3. OBVLADOVANJE OPERATIVNIH IN 
VARNOSTNIH TVEGANJ V DOBAVITELJSKI 
VERIGI 

Tveganje ki izvira iz dobaviteljske verige, je eno 
večjih operativnih tveganj, podobno velja za 
kibernetska tveganja. 

Pri operativnih tveganjih smo sedaj priča zelo 
podaljšanim dobavnim rokom, tudi 12 mesecev in 
več, ter nepričakovanim dvigom cen opreme in 
storitev, kar nam oboje negativno vpliva na 
operativne parametre. Razmišljati moramo za dlje 
časa naprej, delati si moramo zaloge za dlje časa, 
imeti več rezervnih delov na razpolago, saj se na prej 
dogovorjene roke ni mogoče več zanesti. Vse to nam 
močno dvigne stroške izgradnje in upravljanje 
omrežij. Dodaten pritisk pa ustvarja še dvig cen 
energentov. 

Pri tem velja enako kot na marsikaterem drugem 
področju, ni pametno imeti vseh jajc v eni košari. 

Odvisnost od dobavitelja nas lahko nekontrolirano 
dviguje stroške. Večdobaviteljska strategija se izkaže 
za pametno, saj operater dobi vzvod in več možnost 
reševanja zahtevne situacije ter zmanjša odvisnost od 
enega dobavitelja. V prezentaciji navajam nekaj 
ključnih momentov, ki nas lahko vodijo k 
prepoznavanju odvisnosti od posameznega 
dobavitelja. Večdobaviteljska strategija se lahko 
izvaja tudi na nivoju več držav kjer smo prisotni. 

Pri kibernetskih tveganjih, ki izvirajo iz naslova 
dobaviteljske verige, se poslužujemo dobrih praks: 

- Najmanjši možni privilegiji: dobavitelja oz njihove 
zaposlene spustimo zgolj do vira do katerega mora 
dostopati. Kontrola dostopa zahteva večfaktorsko 
avtentikacijo in avtorizacijo dostopa do točno 
določenega resursa 

- Dobavitelj dostopa z oddaljenim dostopom preko 
varnostnega prehoda. Dostop ni odprt ves čas, ampak 
se odpre zgolj za dovoljeni čas dostopa (pridobi 
ticket) 

- Seje, ki jih izvaja dobavitelj, se na varnostnem 
prehodu snemajo, sam dostop se zabeleži v revizijsko 
sled 

- Pogodbena določila, ki zahtevajo od dobavitelja 
enako stopnjo varnostne drže kot jo imamo sami 
(chain of trust) 

Znan je primer velikega vdora v tisoče podjetij preko 
orodij dobavitelja SolarWinds, ki je (bil) zaupanja 
vreden ponudnik vrste zelo popularnih upravljavskih 
orodij, vendar sam tarča uspešnega napada. 
Napadalec je uspel vgraditi zlonamerno kodo v 
popravek nekaterih SolarWinds orodij, kar si je nato 
nič hudega sluteča stranka namestila in tako 
omogočila napadalcu, da je prišel do končnega cilja. 
Gre za tipičen primer zlorabe v dobaviteljski verigi, 
kjer je dobavitelj izvajal nižje varnostne standarde 
kot njegova končna stranka. 

Vzemimo primer, ko bi morebiti šlo za zlonamerno 
obnašanje samega dobavitelja, kar je v oceni tveganj 
zaradi principa »zero trust« običajni pristop, saj 
apriori ne zaupamu nikomur. Druga, bolj verjetna 
možnost je, da je sam dobavitelj žrtev zlonamerne 
kode s tretje strani (znan je primer maloprodajne 
verige Target v ZDA), izvajamo vrsti aktivnosti, ki 
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zagotavljajo, da nam znana oseba dostopa le pod našo 
kontrolo do znanega resursa in izvaja vnaprej 
predvidene aktivnosti. Tako dobavitelj, tudi če bi 
imel drugačen namen, ne more dostopati do kritičnih 
resursov. 

Na primer, pri mobilnem omrežju naši dobavitelji ne 
morejo dostopati do uporabniških podatkov, 
oddaljeni dostop se uporablja ob nadgradnjah ali 
večjih operativnih težavah, vse pod našo kontrolo. 

Mobilno omrežje, kot vemo, sestavlja RAN in jedro, 
jedro pa je preko požarnih pregrad povezano v javni 
Internet, kar je pod nadzorom operaterja. Pri tem ne 
obstojijo nobene direktne povezave do dobavitelja, 
razen prej omenjenih dostopov preko strogo 
nadziranega varnostnega prehoda. Pri tem si lahko 
postavimo vprašanje, kako bi določen dobavitelj 
lahko zlorabil omrežje: 

- Preko predvidenega vzdrževanja omrežja tega ne 
more, saj je pri tem vzpostavljena vrsta kontrol 

- Preko signalizacije ali standardiziranih protokolov 
ali IP stacka to ni mogoče, saj so ti standardizirani s 
strani 3GPP ter nadzirani na požarni pregradi, ter niso 
specifični glede posamičnega dobavitelja 

- Zlorabe bi bile še vedno mogoče na nivoju same 
aplikacije na strani končnega uporabnika, saj 
aplikativnega okolja ne nadzira operater, sama 
komunikacije med klientom na terminalu in 
strežnikom pa je šifrirana. Aplikativni sloji niso 
regulirani z izjemno zasebnosti (GDPR), operater pa 
v uporabniški promet ne posega. Vendarle pri tem ne 
gre za tveganje dobavitelja infrastrukture, pač pa za 
ponudnika uporabniških aplikacij 
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Cyber security in energy and green transformation in the light of 
geopolitical influences 
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The dynamic security environment poses new risks 
to our organizations, which have a strong impact on the 
continuity of operations of organizations that manage 
critical infrastructure. Until yesterday, we discussed the 
challenges of accelerating the process of green energy-
oriented transformation and related risks but today we 
are focusing on mitigating the devastating effects of the 
crisis in Ukraine on the process of continuous energy 
supply. Due to its dependence on energy sources, 
Europe, and thus Slovenia as well, is strongly 
influenced by international crises, where the 
geopolitical interests of major international players 
play an important role. In order to manage these risks 

more effectively, it is necessary to understand the 
integrity and complexity of the operation of energy 
systems, including the growing role of information and 
communication technology in the operation of these 
systems. Through the example of the international 
project CyberSEAS, we want to show that in energy we 
are not limited to energy data, but that in the process of 
energy transformation we are introducing non-energy 
data into systems, which have an equally important 
place from cyber security. 
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Globalni varnostni izzivi pogojujejo naraš�anje potreb po 
celovitejšem obvladovanju in na�rtovanju varnostnih 

tveganj v energetskem sektorju

� Geopoliti�ne krize imajo še vedno pomemben vpliv na sektor 
energetike;

� Globalizacija in konkuren�na tekma za “preživetje” na zahtevnem 
gospodarskem okolju;

� Globalne korporacije prerastle nacionalni okvir in se pojavljajo kot 
pomemben akter mednarodnih odnosov;

� 60-80% kriti�ne infrastrukture je v zasebnih rokah upravljanja;

� �loveški potencial ostaja osrednja vrednost organizacij; 
� Popolna odvisnost od informacijsko-komunikacijskih tehnologij; 
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Soodvidnost kriti�ne infrastrukture
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Physical Security Natural Disasters Aging Infrastructure Cyber Security Aging Workforce

Human threats
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Zakaj je nadzor procesov v energetiki 
pri upravljanju tveganj pomemben?

This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 101020560 

BOLJ SO SISTEMI KOMPLEKSNI BOLJ SO ODVISNI OD DELOVANJA 
IT

Technological Advancements

� Industry 4.0

� Digitalisation

� “Smartification”

� 24/7 Connectivity

� Internet of Things

� Big Data, Smart Analytics

� Process & Computing Power

� Automation, Machine 2 
Machine

� Blockchain

� Artificial Intelligence

� Demand Response

� Competitive Pressure

� Multiple Market Actors

� Real-Time Operations

� Multi-Directional System

� System Balancing / Volatility 

� Decentralization / Renewables

� Multiple Standards / Regulations 

� More regulations covering the 
same market in a sub-optimal 
way

� No coordination with the 
interdependent markets
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Increased System Complexity

9th International Conference – DAYS OF CORPORATE SECURITY 2018
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CyberSEAS in a nutshell

� 26 organisations and 10 supporting organisations
� 3 years (starting on 01/10/2021)
� Objective: protecting EPES interconnected data and systems against 

cyber threats with the highest impact in terms of:
� Business continuity of energy distribution

� Safety

� Substantial damages to infrastructures

� Critical privacy breaches
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This project has received funding from the European 
Union’s Horizon 2020 research and innovation 
programme under grant agreement no 101020560
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Comune di BerchiddaComune di 
Benetutti
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Strategic objectives

� SO1 - Countering the cyber risks related to the highest impact attacks 
against EPS

� SO2 – Protecting consumers against personal data breaches and cyber 
attacks

� SO3 - Increasing security of the Energy Common Data Space 
(enhancing the governance relating to exchanging operational data 
across interconnected EPS)
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This project has received funding from the European Union’s Horizon 2020 
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TSO - Dynamic Rating System (UC1/1)

14
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TSO - Dynamic Rating System

15
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Je to res edina možnost, da zagotovimo 
kibernetsko varnost v elektro-energetskem 

sektorju?

This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 101020560 

Klju�ni izzivi na podro�ju kibernetske 
varnosti

- Strateški nivo in potrebno zavedanje o pomenu korporativne
(kibernetske) varnosti,

- Zmanjševanje kompleksnosti in nedore�enosti zakonskih predpisov,
- Krepitev nacionalnih zmogljivosti CSIRT,
- Vzpostavljanje sektorskih CSIRT-ov,
- Zavedanje o pomenu javno zasebnega partnerstva,
- Pomen sektorskih koordinatorjev na podro�ju KI,
- Ve�ina držav brez outsourcinga ni ve� sposobna zagotavljati 

nacionalne varnosti (primer mednarodne NATO kibernetske vaje 
Locked Shields),

- Spremembe organizacijske in procesne narave v korporativnem 
okolju,

- Racionalizacija in centralizacija virov.
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Hvala za vašo pozornost.
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Delovanje zdravstva v kritičnih razmerah 

Operation of health care in critical situations 
Smiljan Mekicar 

Ministrstvo za zdravje Republike Slovenije 
 

 
POVZETEK 

Ali lahko deluje zdravstvo tudi v kritičnih razmerah? 
Seveda lahko in tudi mora. Ali lahko delujejo IKT 
zdravstveni sistemi v kritičnih razmerah? Lahko, vendar 
omejeno. Kako in kateri sistemi pa lahko delujejo in 
morajo delovati v kritičnih razmerah? To pa je že težje 
odgovoriti. Nekaj odgovorov bom poskušal dati v tem 
prispevku, na druge pa bo treba še poiskati rešitve, saj 
se s tem vprašanjem ne ukvarja nihče načrtno in stalno. 
Ravno slednje je pereča tema, ker se o kritičnih 
razmerah razmišlja šele, ko se zgodijo, takrat pa je po 
navadi že prepozno. Upajmo, da smo po koronski krizi 
in po vojni v Ukrajini dokončno spoznali, da je »vrag 
vzel šalo« in se bo treba tega področja aktivno lotiti. V 
zdravstvu imamo in uporabljamo osnovne sisteme IKT, 
ki skrbijo za komunikacijo ljudi, naprav in 
podsistemov, torej telefonijo (žično, brezžično), 
podatkovne komunikacije (žične, brezžične) in različne 
informacijske sisteme. Ti podpirajo izvajanje storitev v 
zdravstvu in se v osnovi delijo na administrativne 
(bolnišnični sistem – BIS, finančni, knjigovodski, 
DORA, ZORA, zVEM, …) in klinične (radiološki – 
RIS, nuklearni – NIS, laboratorijski – LIS, slikovni 
arhivski sistem – PACS, za intenzivno nego – SUPB, 
…). Poleg naštetih sistemov, ki uporabljajo preko 500 
različnih aplikacij, je kompleksnost le približno 
nakazana, vsekakor pa gre za zelo obsežen in 
diferenciran sistem, ki bi moral delovati povezano in z 
enim ciljem: sledenju podatkov o bolniku. Ali je to res 
in kako to deluje v praksi ter predvsem kako bi ta 
kompleksen sistem deloval v kritičnih razmerah bo 
prikazano v prispevku. 

SUMMARY 

Can healthcare work even in critical situations? Of 
course, it can, and it must. Can ICT health systems 
operate in critical situations? Yes, but limited. But how 
and which systems can and should work in critical 
situations? On this question is harder to answer. This 
article will try to give some answers, and some will 
have to be resolved, as we have been dealing with this 
issue systematically for the last few years. The crisis 
with the emergence of the corona virus and the war in 
Ukraine have made us sober that a functioning critical 

infrastructure is a topic that we do not think about until 
something happens. But then it is usually too late. The 
field is legally regulated by the Directive and the 
sectoral law, but the operational level, which is in the 
domain of the sector ministry and direct health care 
providers, it is still poorly regulated. What ICT systems 
we know in healthcare and for what purposes they are 
used? These are the basic ICT systems that take care of 
the communication of people and devices, and several 
subsystems that serve to support devices and processes. 
These are telephony (wired, wireless), data 
communication (wired, wireless) and various 
information systems that support the implementation of 
health services at all levels. Systems are basically 
divided into administrative systems (hospital system, 
financial, accounting, DORA, ZORA, SVIT, zVEM …) 
and clinical systems (radiological, nuclear, laboratory, 
image archive system, for intensive care …). In addition 
to the listed systems, that use over 500 different 
applications, the complexity is only roughly indicated, 
but it is certainly a very extensive and differentiated 
system that must work in conjunction and with one goal 
to follow the patient data. The article will try to show 
how the system works in practice and, how such 
complex system would work in critical situations. 

 
 

O AVTORJU 

Smiljan Mekicar je rojen leta 1969 v 
Murski Soboti. Od leta 2004 živi in dela 
v Ljubljani. Po diplomi s področja 
telekomunikacij na Fakulteti za 
elektrotehniko Univerze v Ljubljani se 
je kot podjetnik nekaj let ukvarjal s 
projektiranjem radiodifuznih 
oddajniških sistemov za radio in TV. 

Ima bogate izkušnje z medijsko produkcijo radia in televizije 
ter marketingom. Sedaj je že 17 let zaposlen v državni upravi, 
najprej na Ministrstvu za gospodarstvo, na področju 
elektronskih komunikacijah, kjer je vodil nacionalni projekt 
prehoda iz analogne na digitalno radiodifuzijo v Sloveniji ter 
pripravil ključni dokument digitalizacije radiodifuzije v 
Sloveniji »Strategija Republike Slovenije za prehod z 
analogne na digitalno radiodifuzijo«, izvedel številne javne 
razpise za informacijske storitve in uporabo širokopasovnih 
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komunikacij. Od leta 2008 je zaposlen na Ministrstvu za 
zdravje, kot sekretar in vodja projektov. Na področju svoje 
stroke skrbi za medicinsko opremo ter razvoj in uvedbo 
informacijskih  sistemov. 
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By merging with Intereuropa d.d., the Pošta 
Slovenije Group became the largest logistician in the 
country. As the largest logistics company, we are aware 
of the importance of sustainable mobility. To this end, 
we are implementing several activities aimed at 
optimizing delivery routes, introducing electric vehicles 
and other solutions to reduce environmental impact. 
Last year, we started introducing drones into our 
operations. Our research and development projects 
focus primarily on mid-mile delivery by drones. The 
path to the delivery of packages by drones is still 
relatively uncertain, mainly due to legislative 
restrictions and systems that do not currently reassure 
flying out of sight. As major developments are taking 
place in this area, we have identified this direction as 
one of our R&D priorities. We are systematically 
carrying out several tests in this area and are putting in 
place the required infrastructure. On the way to the 
final goal (delivery of packages), we have gone through 
various stages that are prerequisites for achieving the 
goal (carrying out more complex drone operations). 
One of these is the establishment of a drone operator 
system within Pošta Slovenije. The system includes: 
Establishing an appropriate software environment for 
planning, implementing, monitoring, and controlling 
drone operations, the purchase of appropriate drones, 
maintenance of the fleet, training and certification of 
UAV pilots. Colleagues from the Corporate Security 
organizational unit were among the first to express 
their interest in participating in the training. Their goal 
is to establish a critical infrastructure control system. 
As the universal postal service provider, Pošta 
Slovenije is the owner of critical infrastructure that is 
necessary for the functioning of the state. For this 
purpose, most employees working in the security 
segment were trained. The scope of activities carried 
out in the critical infrastructure protection segment 
includes: Monitoring of the Postal Logistics Centers 
(PLCs) or Pošta Slovenije secure areas, inspection of 
important critical infrastructure building blocks, - 
preparation of security plans, identification of potential 
security risks, managing security risk mitigation 
measures. 

ZBORNIK REFERATOV PROCEEDINGS

VITEL 2022  �  16. - 17. 5. 2022 49



�

 

������_W�

	�����'*��X��8�8�'��-*<�����������������������*3�'��*�X�!���
�������'�,� X���� ���� '�� ���*�� �� ������(� -*� <���*'�� ��� �*-��'�
�:��������9������������*�<����8'(��*-��'*������<������*3�'��
�:<��������� �������� ���� �*-��'*� �:��������,� �� X�!���
�������'�� �����('�� <��� ����� ����*3�'����� *����������� ��
�*-��8���� ����-�'*�� ��� ��"*��-*3�'����� ����*�,� ����� �(���
��'(8������)���������*3�'*��]���*��!�*�<*��������*9��������*�'��
-� -*"�������� <��'��'�9� �*-�����*������ ������(3�'*��� ���,^,� ��
���'���� <��'����!����� -�*�'�� '�� �(��� ������� -*"�������
<��'��'��� �� ���������(� ��*��(<� �������'*,� X���� ���� '��
�����*���*�<����8'(��-�)�*=��*�'*�������'(8�����������'*��<���
��8��*3���*�����<��'���������<��'������
W�-*�(�*'*�'���	���
�-�)�*=��*����������,���8�����'��������������'*��-*��	����*��
�(��� -*� ������������ -*� �-�)�*=��*�'�� ��� �*3���*���� *"��3�'��
-*��-�)�*=��*�'�,�

�

���W�q
��Wq���
Kristijan Per�i� is Director of Innovation at Pošta 

Slovenije. Previously, he worked in the IT Services Sales and 
Development department, specifically in the area of IT 
business model development and implementation and IT 
services development. At Pošta Slovenije, he is involved in all 
innovation activities in various divisions and organisational 
units. He also manages key innovation pillars (strategic 
partnerships, cooperation with start-ups, research 
institutions, etc.). With his entrepreneurial skills, he is also a 
mentor for startups in the Startup Slovenia ecosystem. 
Previously, he worked in the field of education as a key 
expert in several national and EU projects for the 
development and implementation of ICT in the education 
system. He has also worked for several years as an ICT 
expert for the Ministry of Education and the National Agency 
for Education.�
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Development of the electric transport system 
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The transition to sustainable mobility requires a 
major shift in the thinking and activities of traditional 
infrastructure companies. The transition addresses the 
issue of power-transport sector integration but with a 
strong emphasis on digitalisation, informatization and 
meeting the needs of end users. The purpose of the 
presentation is to show the scope of necessary activities 
of various stakeholders and the importance of ICT 
solutions for the implementation of set goals. 
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Dr. Janez Humar is a member of strategic innovation 

division within Slovenian Transmission System Operator 
ELES d.o.o. Slovenija. He is working on all fields involving 
integration of new technologies into existing business. His 
filed of interest involves power-transport sector integration 
and integration of renewable sources, energy storage, e-
mobility and prosumer flexibility to support operation of 
TSOs and DSOs. 
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Resilience of CNS infrastructure in air traffic control 
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Integrity and resilience of CNS infrastructure 
(Communication, Navigation, Surveillance) is essential 
for safe provisioning of air traffic. Ground 
infrastructure is used both by Air traffic control 
services and airspace users. Cross-border optimization 
of infrastructure in Central Europe i s coordinated by 
FAB CE (Functional airspace block Central Europe). 
The cost aspect of CNS infrastructure optimisation is no 
longer predominant. Infrastructure availability, safety, 
cybersecurity and frequency spectrum protection are 
the main drivers of cross-border optimisation. 
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Matej Eljon holds a bachelor's and master's degree in 
telecommunications. After 10 years of work in R&D projects 
in the Laboratory for telecommunications of the Faculty of 
Electrical Engineering in Ljubljana, he moved to the aviation 
domain and took position of the CTO at Slovenia Control, air 
navigation service provider. In 2015 he became a director of 
FABCE Aviation Services Ltd, a regional company 
established by 6 air navigation service provides, dedicated to 
cross-border project management and implementation of the 
Single European Sky. 
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The importance of blockchain technology in critical infrastructure 
management
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Due to blockchain’s inherent value, the technology 
can shift trust from central systems to distributed 
ledgers, so the EU has recognized it as a suitable 
means for ensuring cyber security. The protocols, smart 
contracts, and the ways the data is stored and managed 
also have some disadvantages, raising regulatory 
issues, although blockchain technology is generally 
perceived as highly secure. 

������_W�

*�'*� ����3� X�*��*�� '�� <��������3*�
���<��*����� ���3�3�*��� ����*�3��

(��<�9� ��� �� ����������� ��� ����<�����
<������(� -*���<*� <��'��'*9� ��� �*-��'*'��
*�����<��������*'���������"�'������=��'*�
)�����,� /��'� ��<��*����� '�� <��������
�������*�'�� ���� <��'��'�� <*� �(���
�-�)�*=��*�'�� ��� ����!8*�'�� ����������
����*�8���'*����������������"�'������=��'*�
)������ ���� ���<��:����'(,� *�'*� ����3�

X�*��*�� '�� ���'���*�������<��� -*8��*��*������-�'���������'*,�
X���"� �����'*� ���*'� ��� (��������*�'*� '�� �<����'*�*� �(���
��"��*��-*3�'�� �����-�'�� �������'*� ��� <��('*�'�� ���)��� �*�
�*-��8������"��*������*�*���,����*�'���(�������������������(<����
-*���3�*��*�����='*,�������*���$[�'����������������)��3��*���
��(<�����9� �������*�*� '�� �� �*������!���� �*�<*�'*�� ��� <���
(���*�'*�'(����������������('���)��3�3�*���<��'�����,�������*�

��$\� '�� <��������3*� ���3�3�*��� ����*�3�� 
(��<�,� X���
���������� ��"��*���� ��*��3�'�� '�� �������*����*� ��(<���� -*�
�������"�'������=��'*�)�������-,�)��3�3�*��,�

���W�q
��Wq���

As a Blockchain Alliance Europe president, Tanja Bivic 
Plankar represents companies developing or implementing 
blockchain technology in Slovenia and abroad. The main 
objective of the cooperative is to promote business 
collaboration, with a significant emphasis on educating the 
professional and lay public about blockchain technology and 
crypto-assets. Tanja Bivic Plankar started her career as a 
presenter and editor on Slovenian national television. That 
way, she witnessed the digitization and promotion of content 
on digital channels first-hand. She was also as a member of 
the expert group dedicated to social media networks. Since 
2016, she has been a visible member of the Slovenian 
blockchain community, participating in marketing campaigns 
for numerous significant blockchain projects. In 2018, she 
was elected President of the Blockchain Alliance Europe, 
which she still successfully represents today. Besides, she is 
also active in the Slovenian Digital Coalition, coordinating 
the group for blockchain technology. 

�

ZBORNIK REFERATOV PROCEEDINGS

VITEL 2022  �  16. - 17. 5. 2022 90



B4�96
>9 6484'-C9

:9/-D96CE
F84G4:
B/-


4F:8E74:E6C5
G/->-H69

-6I/E.>/5G>5/9

>����
F����
B������)
��	�	����
F���������
E������	
9����	

K!:G-!/���4 />����G 4/ �<� �
*/ +�-4/:<�����! �@�&A&&

C��B������B..444!�����4�

!��	.#$##/��2��/������/������.

70N

1�0�
�������

C&����
���������

%BA1N %BON

O��
���������

%BC�N

BA�B�
���������

A�1�
��������

%C1N

CA�B�
���������

%CN

ZBORNIK REFERATOV PROCEEDINGS

VITEL 2022  �  16. - 17. 5. 2022 91



2 ?!� ��>���G 4/ �<��5�/-'->:�

C��B������B..������	��!����&�����!��	.

��G 4/ �<���/-'->��2-4->���:�/ ���
@�4-��/�

ZBORNIK REFERATOV PROCEEDINGS

VITEL 2022  �  16. - 17. 5. 2022 92



-!��!-5�:�G!:;�;5-�/�� 5/:!:K��-�
�2G:!�E-��-4/:<���4���D/ �
�/F4-<�4@��@4 .

U������
�+���	������"�����*������2����
�+��������������%!

 �4:'<�-��:?�<��-"�G!:;�;5-�/��/�
��G 4/ �<�-��-4/:<�

C��B������B..������
/��������!��!������!��.��.��
�����.2
��&�����/��������

2�������������
	��������� ������������
���
�����������������
��	����������������

ZBORNIK REFERATOV PROCEEDINGS

VITEL 2022  �  16. - 17. 5. 2022 93



!-<�/:<���G!:;�;5-�/�
� 5/:!:K�� "����'4�':?:4 �:���
� D����-4/:<��

/ <'4 ? /!���:<�
> ; /�4-!�2�4-/:<�

�4�'�:K4-F��-
>:�-2�!-<�/�E��-

G!:;�;5-�/�
� 5/:!:K��-�
�?-�?/:K:�
'4�? 4:��
@':4-G 

ZBORNIK REFERATOV PROCEEDINGS

VITEL 2022  �  16. - 17. 5. 2022 94



:</:�/��K4->/����4-2!�D/�5�
G!:;�;5-�/�:?4 J���<:�
�:2!�ED- *-/K��/:> <+

/-��-4/:<��G!:;�;5-�/�
:?4 J����'!��-�:�? 5-/�2?��
�:/< /2-

6�1�1:17���8�:����0��8�
61��;�;����38�:��;��

=3�V�731�=��
>�3���7�=���3��10�L;���

:11�>�3���;��0>���=7�V3�0��
C1=7�WV�

'��)��)�9���*'�P+
'��)��)��������*'�<+
'��)��)��
�����8�*'�-+
G8(�������-��������;������
�
,

ZBORNIK REFERATOV PROCEEDINGS

VITEL 2022  �  16. - 17. 5. 2022 95



G!:;�;5-�/�
�4�! ?-

<�-!-G�!/:<�

> ; /�4-!�2-;��-

�-4/:<�

3��!�)������B�=�
����������
�*������*�
��%������������&�
�2�
�� '6�O(

 �-!@�4-/� �G!:;�;5-�/�
:?4 J���':�<�<� ?@�;-'

;:/<�<� /;Q

:�������������
��
�	�"��%���
%�*
�<+���&�����
%��������	���"�!

-�-�!-G�!��Q

C��&��%�*
�<+��
��"�2���	�
��%���
+�������������
%���������	���"!

'-4����:/�
�:! 4-/; 

�
��
��&� �	��9"�
��
�"� ���� &����
%�*
�<+�
����%�"�!

ZBORNIK REFERATOV PROCEEDINGS

VITEL 2022  �  16. - 17. 5. 2022 96



-!��<:�
G!:;�;5-�/�
:?4 J�-��-4/-.

>-�*K! > �/-�>�2-�/��/�
!-<�/:<��"������5��?-�:+�

6100)31�;�3��
:�:W3��

�35��8���:�����
E��>���6�1;:���
�7��;�=��6�1;:��

6��0�3�!

'-? �/ �':K:>G 

>����������$
��������
������"��������(��������������$�������
����$�������������R$�����(�����-"����	��

�������$���(������G�S

'4�? 43���������#�������*�;:+�

ZBORNIK REFERATOV PROCEEDINGS

VITEL 2022  �  16. - 17. 5. 2022 97



>�-�':? ?G/-��/;�> /�-���
':� 2-���<�'-? �/�?��
':K:>G-?�

��� >-:�����

1���"�����T�%�
�����%���������XA$�	�
�"���%

�T�%������%���������?$$�
	�
�"���%���
��"�%�'%��"����(�

*��%������*��2
"���

'���8 ?
������� G
�

�-�:�2-K:�:������-4/:<��
'-? �/�5�':K:>G.

<�4:�:� /�
'4�<�:'�'4��
�4 �4-/�@
'�=)����:�6�=�
�5�3��0�Y�CV�
7����=C�;�78:�T�
�=:�W3;(

'4 K! >�
'-? �/�5�
':K:>G
'�T��>�6���Z�
��>��(

ZBORNIK REFERATOV PROCEEDINGS

VITEL 2022  �  16. - 17. 5. 2022 98



�-4/:<��':>-��:���/�
G!:;�;5-�/�� 5/:!:K��-

������&��"��
���
2
��&�����
�	��9"���
3�81�
�����	��!

C��������&���
����	��9"���
3�81���"���
&���������!

6��%�����%�
*���2���
2
��&�����
�	��9"�!

2-@'-/�-��4 >/-�
>�K��-!/-��> /��� �-

)71�:�T��3�:1��0>�;�
=��>1C17;3;���3�
:10�3�:���;1

61��=>7;3��
T��0)��=����=6W��C�
61>��:1C

ZBORNIK REFERATOV PROCEEDINGS

VITEL 2022  �  16. - 17. 5. 2022 99



�����
�������������

���������  ���������
����	�������

���	�����

'��(��������
���	�

<���������(�
K>'4

�����������
���������

@������������
�����������
����������

>�������������������"������������������������������#�����	�����"�

���	�������������$����(�����������������������
��������������������	��(����������
�����������

2-@'-/�-��4 >/-�
>�K��-!/-�
�> /��� �-������������������������

@':4-G-�G!:;�;5-�/�
� 5/:!:K�� ��2G:!�E@� ��-4/:<��
�4���D/ ��/F4-<�4@��@4 "�':>�
/-<! >/��?��':K:��3
� <�4:�:�/��'4�<�:'�

� @':E� �-/� �?:J/�5��� K-/�

� �2G�4-�@<�4 2/�5�4 E�� ��2-��-E�
'4:� ��

ZBORNIK REFERATOV PROCEEDINGS

VITEL 2022  �  16. - 17. 5. 2022 100



� 7�J?�	9�

��4�

&A&&�<:/�;P-!!�;QG 4��54 -��4 ':4�
�����3MM999������9�������M&A&&7�8	�7�����7����M

G!:;�;5-�/�-/>�;QG 4< ;@4��Q
-/�-<< <<? /��:F��5 �< ;@4��Q�:F�G!:;�;5-�/�
� ;5/:!:KQ
�����3MM999&�������������M�M��M�����M���������87�����7���7��������
���������M�������M	���������7���7�8	������

 @G:F�4 ':4�3�G!:;�;5-�/�-/>�;QG 4< ;@4��Q
�����3MM999��
	���������)�
���
M�����M��)�
��M)����M�����M����T���
��8T�B�A���)

www.blockchainalliance.si
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With the rapid development of advanced 
technologies, critical infrastructure is nowadays 
increasingly dependent on ICT support, which also 
enables its faster modernisation. Reliable voice 

communication remains the heart of operational 
processes within the critical infrastructure sectors, 
while an increasing number of systems already collect 
diverse data and include other data services relevant to 
supporting these processes. This clearly shows that 
digitisation brings development opportunities through 
the digitalisation of critical infrastructure. In the past 
years, a general opinion was, even in professional 
circles, that the use of cloud platforms, modern mobile 
communications with the transfer of enormous amounts 
of data, and the world of Internet of Things (IoT) in 
critical infrastructure is still light years away. Today, 
we are witnessing the time has already come. At 
Iskratel, we have strategically focused on the 
development of modern, powerful, and reliable 
technologies to support this trend. Based on the 
development of our own solutions and platforms, we are 
already offering the sectors of critical infrastructure in 
the field of transport a seamless entry into the modern 
world of communications and operations. The 
introduction of modern ICT solutions into critical 
infrastructure primarily requires thorough planning 
and time, so an immediate systematic approach is 
needed – from research and innovation projects 
through long-term plans to very concrete 
implementation projects. The European Union is 
making huge strides with strategic programs, 
substantial investments through centralised and 
national co-financing programs in cooperation with the 
private sector, and a long-term focus in this area, as 
harmonised critical infrastructure and digital 
sovereignty are key for the future of Europe. In the 
presentation we illustrate which modern and 
established technologies we are already actively 
leveraging in our solutions, and which advanced 
technologies will play an important part in the near 
future.
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After graduating from the High school of Electrical and 
Mechanical Engineering in Kranj, Robert Zlatanov continued 
his studies at the Faculty of Economics in Ljubljana in the 
field of Business Informatics and successfully completed his 
master's degree in Information and Management Sciences. 
For almost a decade, he has been responsible for product 
marketing in Iskratel for digital solutions in various 
industrial verticals such as transport, energy, and public 
safety. He also actively participates in corporate marketing, 
strategy and product management in both communication 
and modern solutions within the 5G ecosystem. As the head 
of the business reference center, he also upgraded the 
acquired ICT knowledge with the domain knowledge of the 
above-mentioned critical infrastructure sectors.�
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Railway infrastructure TODAY
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Railway infrastructure TOMORROW

vIMS
Virtual IP multimedia subsystem

vIMS

vIMS

vIMS

vIMS
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Iskratel Digital Solutions portfolio

Operational

Communications
Business

Comms
Lawful 

Interception
System

112
Safe & 

Smart City
Digitalisation

Industry Data mgmt

Iskratel end-to-end solutions

vIMS
[communications]

IIoT platform
[data]

Management and Orchestration

Iskratel Cloud Platform 
[central & edge]

Private networks | pLTE/5G
[connectivity]

ZBORNIK REFERATOV PROCEEDINGS

VITEL 2022  �  16. - 17. 5. 2022 106



©
 Is

kr
at

el
. A

ll 
rig

ht
s 

re
se

rv
ed

.

44

Why private Iskratel Cloud Platform?
� ETSI NFV standard compliant
� 5G and vIMS on common ETSI NFV platform
� Open platforms and interfaces
� Flexible delivery models

� Resource Management
� High Availability features
� End to end security

� Open to 3rd party solutions
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Iskratel vIMS Iskratel 5G 3PP VNF 3PP AppsIskratel  Apps
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Geographically dispersed private Cloud Environment
Railways, Highways, Oil & Gas, Power utilities…

ICP Central Cloud
� Configuration
� Orchestration

ICP O&M Server  
� Cloud installations, upgrades, 

extensions 
� Central Cloud O&M
� Central Archiving
� Security

5G  Access

Central 
Office

Central data 
center

Private data network (L3)

ICP Edge Cloud

Railways

ICP Edge Cloud

Smart 
City

ICP Edge Cloud

Aggregation 
node

ICP Edge Cloud
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Private Networks (LTE/5G)

For Operators
Government Services and 

Industry verticals

From Connected people
To 

Connected Devices & Machines, IoT

Solution for DIGITAL Society

New business cases and business opportunities on 
3GPP standardized technology
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Industrial IoT solution
Centralised data aggregation from IT/OT systems and various IoT devices enabling asset management, 

predictive maintenance and operational cost reduction.

Window for managing your data and operations through simplified user experience. 

� Increase business intelligence
� Reduce operating and maintenance costs
� Discover your production/consumption behaviour
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IT / OT layer
[IoT devices]

Integration layer

Application layer Applications

Iskratel 

SCADA GIS ERP IoT 
sensors

Asset
mgmt.

I T Asse

SHAPE concept
Connect, Control and Act
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Evolution towards FRMCS

Fixed Line Access & Legacy                                                       Fixed Terminals           

Mobile Terminals OBU

GSM-R NSS

GSM-R BSS

HLRMGWMSC

TDM / NGN 
Dispatcher system

MGWCS
Disp
SRV

DSS1, SMPP, location… 

    

Local redundancy

SIP/SIP-R, ISDN PRI, analogue signalling 

Recorder

IMS

IMS core

E'@I�'@I

Railway apps
(Dispatcher, recorder,..)

SIP, DiameterHSS

.F@

Radio Access

5G core

E.E.>E.

Iskratel Partners

�@J

ETSI NFV
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Dispatcher modernisation
What we do in practise
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One of the biggest railway system…

Existing situation 
� GSM-R mobile network with SIP-R connected dispatcher system (call server)
� 3.500 ISDN dispatcher terminals
� FTS (Fixed terminal system) today:

� 2 geo-redundant SIP Servers
� Conf. servers at locations of R4 media gateways

pre-FRMCS requirements
� MCx based dispatcher 
� IMS core
� All IP infrastructure (Cloud + FCAPS)

FCAPS - Fault, Configuration, Accounting, Performance and Security

Next step

Migration to   
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Cloudification of critical locations
Basis for new services and introduction of next-generation communications and connectivity

ICP  Cloud platform is spread over 7 locations. 

2 central locations on a common infrastructure with:
� 2x25 HW servers for Cloud Node
� location-specific central services and 
� location-specific central applications 

5 regional fully autonomous locations:
� 5x5 HW servers for Cloud Node
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EU invests in green, sustainable & digital transport
• EU-Rail JU (former Shift2Rail) in Horizon Europe- Rail Research and Innovation to 

make Rail the everyday mobility, 5G/6G Deployment Agenda with SNS JU (5G PPP) (*)

• Railway projects on the Core and Comprehensive TEN-T Network in CEF Transport
• European Rail Traffic Management Systems (ERTMS)

• Deployment of Digital Infrastructures (5G Corridors, Cloud, ...) in CEF Digital
• Sharing (5G) infrastructure between roads and rail where possible

• Deployment of Digital Services in Digital Europe Programme
• Safety/Non-safety Service Portfolio and Data Market Place 

• National deployment projects and sections by blending or coordination with Recovery 
and Resilience Fund (NextGenEU), Cross-border cooperation within Multi-Country Projects

• Loan, equity and guarantees in InvestEU

• Important projects of common European interest (IPCEI) with the focus on Next 
generation Cloud Infrastructure and Services

Cooperative 
Investments Models 

(public/private)

Europe’s Digital 
Decade Strategy

Sustainable & Smart 
Mobility Strategy

European Green Deal 
and Climate Targets

Safe System 
Approach and 

Vision Zero

(*) SNS JU – Smart Network and Services Joint Undertaking, 5G PPP – 5G Public-Private Partnership 
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Key takeaways
What we wanted to say…

� Rapid development of advanced technologies - faster modernisation of CI 

� Voice communication upgraded with collected data - digitalisation of CI

� Cloud platforms, modern mobile communications, Internet of Things (IoT) in CI

� Iskratel - strategically focused on modern and reliable technologies

� The introduction of modern ICT requires thorough planning and time

� Systematic approach – from research and innovation projects through long-term plans to very 
concrete implementation projects 

� The European Union with strategic programs, substantial investments long-term focus 
for harmonised critical infrastructure and digital sovereignty 
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www.iskratel.com

linkedin.com/company/Iskratel

Thank You for Your Attention

@Iskratel

@iskratel

Sign-up for Iskratel's monthly newsletter
at our webpage.
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The role of the Cyber Security Operations Center in providing modern 
cyber security in organizations 
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Security solutions offer us insights from different 
angles, and require a lot of knowledge and 
understanding of not only information environments, 
but also the properties and vectors of possible attacks. 
In doing so, we often wonder how to effectively protect 
information systems and block communication in the 
event of an attack before it could cause us harm. The 
problem of providing multi-layered protection will be 
addressed through the eyes of analysts at the Cyber 
Security Operations Center. Accuracy of data and 
responsiveness to action are crucial in dealing with 
security incidents. Analysts often encounter a lack of 
information at work, which imposes an additional 
burden on the client during research. In addition to the 
lack of information, false-positive events are an 
additional problem. Sharing different tools can 

therefore increase resilience to attacks, facilitate 
additional work for the client, and help the analyst 
separate false-positive events from security incidents 
and find entry points for potential cyber attacks. 
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Sara Tomše (1994) began her career as a technical 
consultant at Telekom Slovenije. She studied at the Faculty of 
Criminal Justice and Security, University of Maribor, and 
already during her studies got employed at the Telekom 
Slovenije Cyber Security Operations Centre, where she still 
works today. In 2019 she completed her Master’s degree in 
Information Security. She co-wrote a science publication 
Information Security: Ethical Hacking (Tomše S, and Markelj 
B., 2020). She regularly attends educational courses and 
participates at conferences where she frequently gives talks. 
She has obtained several professional certificates (CSX-F, 
CCTE, CB VSP, CB VTSP).�
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Reconstruction of cyber-attacks on Slovenian companies 
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Digitalization has brought many good things for 
businesses, but it has also brought a rapidly growing 
landscape of cyber threats and attacks. To a random 
attacker, it doesn't necessarily matter at the outset what 
protection you have in place, whether you have the 
latest or older IT protection mechanisms. Attackers 
focus on making the attack large because it potentially 
gives them the opportunity to gain more access. At A1 
Security Operations Centre (A1 OPS) we have recently 
detected an increase in the number of attacks against 
our business partners. The attacks have been stopped 
and the spread of malicious code in the IT 
infrastructures of these companies has been prevented. 
In this article we show how a classic attack on a 
company's infrastructure is carried out from the 
attacker's perspective and what happens if it is not 
stopped in time and the malicious code infects the IT 
environment. 

 
 

������_W�

4���!� 	�(���9� ��'��� ���*� $`\`9� '�� <�� �-�)�*-)��
Y�<�����*��� ��=����� ��U���*����,� _�� 3����U�3��*�� ��������'*��
�*� <����8'(� �	� ��� 	�)��������� �*������� ]/���9� /��9�

/
q^,� � �*� <�-�3�'�� ���)���*� ��������� �	� '�� <����)���
<����)�*�-�*�'*��������*�'(�����'*� �9��<���(� 8����!��"*�
��'*����*� �*� �*������ ��U���*3�'����� ��������� <����(�
�*���������<������������)����<�*���������'(��,��*��'�����������
'�� ���'*� �*�������� �<��*�����"*� 3����*� �$� ]�$� �X�^9� �'���
��(<*'� -� ���<�� �������'*���� ���)�� -*� ��)��������� �*������
<���������<*�����'���<��'��'*��$,�

���W�q
��Wq���

Miloš Kruni� was born in 1989. He is IT Engineer, and 
Certified expert in ICT and Cyber Security (CSNA, CSA, 
CEH). In the position of ICT systems administrator, he has 
acquired important knowledge about the functioning of the IT 
environment, the impact of the human factor on the security 
of information systems and the importance of security 
policies and good practices in the IT environment. For the 
last year he has also been the head of A1 Security Operations 
Centre (A1 OPS) where he and his team of experts are 
responsible for the cybersecurity of A1's business partners.�
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    - ujg.dll 
    - jxuavhvh.otf 
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Connects to CnC server 
 
192.168.100.41:54453 -> 194.5.89.153:5200 
(hacker has access to victims computer) 
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Dostop do dokumentacije pacienta - hitro, enostavno in zakonsko 
skladno 

Access to patient documentation – fast, easy and legally compliant 
Anton Gazvoda1, Andrej Sovič2 

1Microcop, 2List 

 
 
POVZETEK 

Z vse bolj digitalno resničnostjo smo v vseh panogah 
soočeni z nujnostjo digitalizacije elektronskih 
dokumentov. S tem je nepogrešljiva postala elektronska 
hramba dokumentov, ki mora biti hkrati tudi zakonsko 
skladna. To še posebej velja za področje zdravstva, saj 
imamo opravka z dokumentacijo, ki vsebuje zakonsko 
varovane občutljive osebne podatke, do katerih smejo 
dostopati le pooblaščene osebe. V praksi to pomeni, da 
bi moralo imeti zdravstveno osebje na voljo možnost 
hitrega dostopanja do različnih tipov informacij in hkrati 
ob nastanku, upravljanju in deljenju kakršnegakoli 
dokumenta skozi celoten življenjski cikel ohranjati 
njegovo celovitost, avtentičnost in trajnost, striktno 
nadzorovati dostope do gradiva ter povrhu vsega 
zagotavljati še njegovo zakonsko skladnost.  

SUMMARY 

With the increasing digital reality, we are faced with 
the need to digitize electronic documents in all 
industries. With this, electronic storage of documents has 
become indispensable, which must also be legally 
compliant. This is especially true in the field of 
healthcare, as we are dealing with documentation that 
contains legally protected sensitive personal data, which 
can only be accessed by authorized persons. In practice, 
this means that healthcare professionals should be able 
to quickly access different types of information while 
maintaining, managing and sharing any document 
throughout its life cycle, maintaining its integrity, 
authenticity and durability, strictly controlling access to 
material and, above all, to ensure its legal compliance.  

 
 

O AVTORJIH 

Anton Gazvoda je strokovnjak za digitalizacijo poslovanja. 
Z uvedbo kompleksnih rešitev za upravljanje informacij se 
ukvarja od leta 2000, izkušnje pa je pridobival na področjih 
upravljanja dokumentov in procesov. V Mikrocopu podjetjem 
iz različnih dejavnosti pomaga povečati učinkovitost 
poslovanja z vpeljavo rešitev za bolj optimalno delo.  

Andrej Sovič je v podjetju List zadolžen za podporo 
uporabnikom programa Hipokrat. Z dolgoletnimi izkušnjami 
in rednim sodelovanjem s strankami je pridobil poglobljeno 
znanje o delovnih procesih naročnikov in zakonodaji na 
področju zdravstvene informatike. Njegovo delovanje podpira 
vizijo o digitalizaciji zdravstvene dokumentacije in 
učinkovitejšemu poslovanju, zato svoje napore usmerja v kar 
najboljšo uporabniško izkušnjo. Deluje tudi kot strokovni 
vezni člen med rešitvijo Hipokrat in rešitvami podjetja 
Mikrocop. 
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Anton Gazvoda is a Business Digitalization Expert. He has 
been actively involved in developing complex data 
management solutions since 2000 and has acquired extensive 
experience in document and process management. At 
Mikrocop, he helps companies from different industries 
improve their efficiency by implementing optimized workflow 
solutions.  

Andrej Sovič is in charge of Hipokrat users at List. 
Through many years of experience and regular cooperation 
with clients, he gained in-depth knowledge of the work 
processes of clients and legislation in the field of health 
informatics. His work supports the vision of digitalization of 
health documentation and more efficient operations, so he 
focuses on the best possible user experience and acts as a 
professional link between the Hipokrat solution and Mikrocop 
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� Sprotni zajem dokumentacije prejete osebno, po pošti, e-mail.

� Zajem obstoje�e shranjene dokumentacije v datotekah (*.pdf,*.jpg,*.doc) [mapa z dokumenti].

� Zajem obstoje�e arhivske dokumentacije:

� Iz kartote�nih omar (����������;� ��5 ��	
�� ����	;��;���(
 ����)

� Iz obstoje�ih arhivov
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It seems to be an industry consensus that a 
cybersecurity and privacy doomsday will happen. Jury 
is out on the date – but time is high to discuss the place. 
During the presentation I’ll argue that it will happen in 
our increasingly smart cities, and advocate for a 
coherent security approach and framework. One that 
would take into account not only the balance of threats 
and countermeasures, but the benefits and risks as seen 
from ethics, responsibility and transparency 
perspectives. 
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Rafa� Jaczynski has started his 
cybersecurity career over 24 years ago, 
well before it became hip. True to his 
reputation as a man for the most daring 
missions, he now serves as Huawei’s 
Regional Cyber Security Officer, with 
responsibility extending across 28 
countries. Over the years he has built and 

led excellent cybersecurity teams, holding CISO positions in 
Vodafone, Orange and Staples companies. As the Director of 
PwC Cyber Security practice in Central and Eastern Europe 
and one of PwC’s leaders within Global Cyber Security 
Centre of Excellence he has helped top international 
enterprises operating in telecommunications, media, energy, 
e-commerce and financial sectors to understand 
cybersecurity better, see the threats sooner, resist longer and 
react faster. Rafal holds some usual professional security 
certifications but he doesn’t aspire to being remembered for 
having them. 
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Is it worth it? Is it 
allowed?

Can we do the right thing 
in the right way?

Can we explain 
what we are 
doing?
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Private wireless for power utilities - Use cases and network 
requirements

>�$���x%��'��&%����

��	���
�

�
�

�W44��w�

In this presentation we will look at the changing 
dynamics of the power utilities networks, the typical use 
cases and the requirements in terms of 
telecommunications networks in order to enable 
digitalization of the power utility industry. In particular 
this presentation will look at how to address 
availability, security and improving safety of power 
grids through pervasive wireless communications. 

���W�q
��Wq���

Dominique Verhulst currently heads the Utilities vertical 
at Nokia. Leveraging Nokia’s full portfolio of Fixed, Mobile, 
IP&Optical, Applications & Analytics and professional 
services products including Bell-Labs consultancy, 
Dominique drives the business and solutions development  
for Utilities globally. He is the author of the “Teleprotection 
over Packet Networks” e-book available on the iTunes 
bookstore, and co-author of several publications from the 
University of Strathclyde on the matter of Differential 
Protection over IP/MPLS. He has over 30 years of 
experience in the telecommunications networking industry, 
holding senior sales and marketing positions at Nokia, 
Alcatel-Lucent, Newbridge Networks, Ungermann-Bass and 
Motorola. 
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Private Wireless for Utilities
Use Cases & Requirements

��^_� `ab�bc�cc

�de���fg_R��hi�jkl

� QR�S��RTUV	W

j Context
j Use cases & telecom network requirements
j 4x0MHz networks in Europe
j Ecosystem development
j Conclusion & recommendations

m
����
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Generation Transmission Distribution
Generation Transmission Distribution

Unidirectional 
flow of electrons

Inconscient of 
environmental 

impact

Distributed 
Energy 

Resources

Need for more 
flexibility

Importance of the 
ecological transition

Smart network

�Uno���n
��\

HOW?

� QR�S��RTUV�W

���R���
�p 	
����	��R������� ��R	��R���	
��q	��R��	�
�
(Source: Westenergie, Germany)
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��������^	R�d
R^�_Rs�bj�R
_^rd
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�

�Uno���n���\
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Distribution Automation

DLR & Remote
interrogation

Field Force Enablement 

Secondary Substation 
Communication

�����R�������R	��
���R������R��R���
�������R��R���

Microgrid integration

LV monitoring , Demand 
response, AMI 

12345678 Plant Operations
and Maintenance

Asset Inspection

���������	����	
������������������������	�����������	���������������

Off-shore Wind
Deploy and Maintain

Bulk renewable HV 
grid connection

� QR�S��RTUV�W

�������R�������R�������	�
��
��
�R����
�R��		������R��������

72h

Power backup

Group
Comms
Mission Critical 

QoS

Guaranteed & 
differentiated 

Geo.
Cover.
National, Regional 
Rural

Security

Critical 
Infrastructure

Life 
Cycle
>15 years
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j Two frequency bands in 410 MHz
j Three ferequency bands in 450 MHz

j 3GPP standardized frequency bands
j Ongoing about 380 MHz

�Uno���n���\

�����R��������Ru  �������R��R�R����q���pR��R���R�������R�i R�����
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XS QR
S

RTUV�W

j Avoid investments in strengthening the existing grid
j Avoid investments in new power generation systems
j Reduce outages
j Reduced inspection & maintenance costs

�������R��������R�������R���R�R����R�������
Example for the UK

kUZ�]��RR�U�n	RhW��UR�U��Wn�R�	��R�TW	�UnW\R����R�\]R�R n��"�RT�	!U�V�Rm��U]�W	�UnR�	�"
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2021202020192018201720162015 2022

Expiration 
of 2 mobile 
services 
licenses 
(2MHz)

First spectrum 
management 
consultation

Consultation on 
user rights for 
410-430MHz
(4MHz)

Regulator 
concludes on 
the needs for 
smart grids

Regulator 
awards B87 
national 
license to ESB

ESB performs 
field trial in B87

ESB issues 
tender for 
radio, core & 
CPE in B87

Expected 
award & 
project start

QR
S

RTUV�WX


()��
�

YZ[\�]

2021202020192018201720162015 2022

Orange does 
not renew 
CDMA license

Consultation on 
user rights for 
450-470MHz
(B31 4.5MHz)

Regulator 
Awards B31 (2x 
4.5MHz) for 
National Critical 
infrastructure

PGE performs 
field trial in B31
MCPTx, DA, AMI

PGE issues RFI 
for Core & 
RAN

PGE Issues 
RFPs

Agreement 
between PGE & 
Tauron & start 
pilot
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2021202020192018 2022

Three 1.4MHz 
license 
holders in 
450MHz

Field trials with 
450MHz LTE 
(B31 & B72)

CDMA Licenses 
expire

450connect 
awarded B72

450connect 
awards Nokia

Regulator 
consultation
132 participants

Regulator 
decides to 
allocate to 
Critical 
infrastructure

450connect 
issues RFPs

QR
S

RTUV�WX)

*��
��R�)R���R+((R���
�����!���)
R
!�
�)�R��)�����	R�����)		�
�"#$

"��	����R�R%)�q��� ������	� 
�� ���	R��	��� �����������	��� �����R������	�q�	q��

16 +4 +10 +4 +3 +4

���R�q����R��R��������������R�����R	�R	 �R������	��R��	 R!"#��$R%&�R�q����	R�	R	 �R	���R��R������	��'

Brands

Devices +45 +18 +130 +15 +30 +15
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���������R*R����������+����

j 4x0 MHz LTE is ideally suited for critical infrastructures – power, water, gas
j Private 4x0 MHz LTE for critical infrastructures is affordable
j Work with the regulator & collaboration across industry is critical to success
j Be ambitious, go for 2 x 5MHz!
j Anticipate well in advance, field-test your use cases
j The ecosystem is rapidly expanding
j Work towards 5G standardization in progress

YZ[\�]

QR(S((RTUV�WX,

“There can be no Green 
without Digital”
Pekka Lundmark
CEO of Nokia
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Security automation for mission critical networks 
Bodil Josefsson 

ERICSSON 

 

 
 

SUMMARY 

Networks are mission critical and they constantly 
evolve. So does the threat landscape. Network security 
automation minimizes business risks, by constantly 
monitoring security compliance, detecting and 
responding to new threats, and supporting cost-efficient 
security operations. 

 
 

ABOUT THE AUTHOR 

Bodil Josefsson is a 
business manager, with a 
focus on security 
management for telecom 
and mission critical 
applications. She has been 
instrumental in aligning 
security initiatives across 

Ericsson, including 5G security, cloud security and IoT 
security. Bodil holds a Master of Science degree in Industrial 
Engineering and Management from Linköping Institute of 
Technology, Sweden. 
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Security automation 
for mission critical 
networks

Bodil Josefsson

|  2022-05-17  |  Page 2
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Expanding 
RAN
‘attack surface’

Increasing 
regulatory 
requirements.

Customers expect
more data privacy Evolving threat 

landscape

Configuration errors

Constant evolution: 5G, IoT, AI

Cloud,
Virtualization

Network slicing
.. needs automation!

Dynamic networks
are ever-changing

The complex reality ..

Dynamic Networks

Increasing attack sophistication
Lasting financial impact

|  2022-05-17  |  Page 4

Attack surface

Air
Interface

Devices

Core
Network

Cloud platform
and applications

RAN/
Base

Station

[�	�
������
��		��������&�

Eavesdropping

Denial of Service (DoS)

Software manipulation
/malware

Man-in-the Middle

Physical attack

Insider attack

Common
types of attack

Attackers
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Most common issues resulting in security incidents

Security policy not enforced 
or monitored

Lack of visibility, control and 
continuous monitoring

Lack of ‘configuration 
hardening’

Unsecure or incorrect 
network configuration

Current operational procedures 
susceptible to mistakes

|  2022-05-17  |  Page 6

Building a secure network environment…

NESASNESAS
SCAS

Secure product development

Security deployment and 
configuration of security functions 

Standards Compliance

Protect assets,
Detect threats and vulnerabilities, 

Respond
Secure operations

Secure deployment

Secure products

Secure approach
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Building a secure network environment ..
.. is like securing a home

Secure product development

Security deployment and 
configuration of security functions 

Standards Compliance

Protect assets,
Detect threats and vulnerabilities, 

Respond

NESASNESAS
SCAS

|  2022-05-17  |  Page 8

Securing your home

Secure         
Operations

Check all security measures 
regularly, and keep them up to date

Secure 
Deployment

Make sure that all security 
measures are installed correctly

Secure
Products

Secure 
Approach

Security Approach
International network security 
standards

Secure Products
Mature, and client proofed references. 
Proven methodology

Secure Deployment
Network Integration and 
configuration with a trusted vendor

Secure Operations
Automatic Network threat 
detection, prevention and mitigation

Buy high quality certified doors, locks 
alarm system and lighting.

E2E Network Security

But what happens when you:
.. leave a window open?
.. or forget to set the alarm?

Check best-practice for securing the 
home. Read police advice.
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Telco risks are different ..

Telco risks:
� Interception of data/calls/control info

� Core network and subscriber info

� DoS attacks affecting millions

� IoT increases attack plane significantly

� 3rd party platforms for cloud/virtualization

IT risks:
� Email phishing attacks

� Social engineering

� Malware

� Wi-Fi password fraud

Integrations

Settings

Config

Password /IAM

SIEM logs

NOC Teams 

Shared
elements

.. but solutions are linked

|  2022-05-17  |  Page 10

So how do 
we manage 
this security 
challenge?
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� Fast and repeatable/continuous

� Scales and modifies well

� Uses skilled resources optimally

Security management options

In-house, manual Outsourced, manual Automated

� Heavily resource intensive

� Deflects skilled resources from
service delivery tasks

� Expensive

� No quicker than internal resources

� Vendor management required

|  2022-05-17  |  Page 12

Holistic security management

Data feedsSecurity
enforcement

Security
response

IDENTIFY AND ORCHESTRATE
Dynamic risk and trust management

Business contexts

Telco

PROTECT
Automation of

security configuration
and compliance

DETECT
Timely detection of 

known and unknown 
threats

RESPOND
Automation of expert-

assisted security 
workflows and 

incident response Evidence-based 
security audits

Meet C-level business 
security objectives

Mission 
critical
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Put yourself  in control!

|  2022-05-17  |  Page 14

Security automation for network security

Protect

Respond

Detect

Automation of telco security 
policies and compliance

Automation of timely detection 
of known and unknown threats

Automation of expert assisted 
response actions
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Automation protects against business losses

Protect against reputational 
damage caused by security 
breaches

Protect against network 
outages and data theft

Protect against fines from 
authorities due to non-
compliance with regulations

No 
action

Baselining

Compliance

Outages

Brand

Reduce resource costs 
associated with regular
security baseline auditing 

No protection

|  2022-05-17  |  Page 16

Automation is key

�Dynamic networks and evolving threat 
landscape 

�Manual security processes are inefficient

�Automation of Protect, Detect 
and Respond 
- tailored for telco networks
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Teleconferencing platform as a critical infrastructure during the 
pandemic 
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The authors of this paper come from the Faculty of 
Computer and Information Science, University of 
Ljubljana. With 6,600 employees and 39,000 students, 
University of Ljubljana is the largest Slovenian 
university, while FRI is among its medium-sized 
faculties with 180 employees and 1,600 students. 
During the pandemic lockdown and work from home, 
the teaching activities for all the students, together with 
professional communication transitioned to the 
teleconferencing platforms such as Zoom, MS Teams, 
Webex, Skype, etc. Overnight, these platforms became 
indispensable as part of the critical infrastructure since 
they enabled companies to operate and educational 
institutions to educate children, pupils and students. 
Critical infrastructure includes the assets that are 
essential for the functioning of a society, such as road 
infrastructure, electricity, telecommunications, water 
and wastewater systems, hospitals, police, schools etc. 
Reliable operation and high availability are essential. 
Most large teleconferencing platforms are hosted in the 
cloud, many in the countries where data security and 
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privacy legislation is not in line with European 
legislation, so the need for self-hosting critical 
teleconferencing platforms is sensible. At UL FRI, we 
set up our own BigBlueButton open source 
teleconferencing platform (BBB) during the epidemic to 
support online lectures, but the built-in monitoring and 
management tools proved unsatisfactory, if not non-
existent. The main problem is that the platform does not 
provide insight into the number of active users and 
sessions, CPU usage or network connection usage, thus 
making it nearly impossible to ensure reliable operation 
and high availability. We identified the basic 
requirements for managing the teleconferencing 
platform as a critical infrastructure. It requires at least 
the following: the system liveliness, the number of 
active users and the number of current sessions, type of 
user connections (audio, video), resource load - disk, 
network, CPU, memory, and the overview of the server 
cluster nodes. We designed and developed the BBB 
exporter tool, which meets the objectives described 
above. The BigBlueButton system does not support 
integration with existing cloud monitoring systems, so 
the tool allows to export data from BBB system and 
import into the Prometheus-Grafana stack, which is a 
commonly used monitoring stack in cloud-native 
architecture. The tool enables transparent visual 
control over the operation of the BBB system and 
supports proactivity in detection and prevention of 
problems with potential overload. The BBB exporter 
tool is available as opensource solution and Docker 
container had more than two million downloads 
worldwide during the pandemic, with German 
universities among its main users. 
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Univerza v Ljubljani in FRI

j Univerza v Ljubljani ima
l 6.600 zaposlenih
l 39.000 študentov
l 26 fakultet in akademij

j Fakulteta za ra�unalništvo in informatiko ima
l 180 zaposlenih
l 1.600 študentov
l 12 študijskih programov

j Med pandemijo se je ves študijski proces izvajal online.
2
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Kriti�na infrastruktura

j To so sredstva, ki so bistvena za delovanje družbe
l Cestna, elektroenergetska, TK infrastruktura…
l Bolnice, policija, šole…
l Elektrarne, vodovod, tovarne…

j Med pandemijo so to postale tudi telekonferen�ne
platforme
l Delo od doma
l Šolanje
l Dostop do storitev (telemedicina…)

3

Telekonferen�ne platforme

j V �asu pandemije so postale kriti�na infrastruktura!
j V Sloveniji v šolstvu na vseh stopnjah:

l Microsoft Teams
l Zoom
l V manjšem obsegu Cisco Webex, Skype in še nekateri

j Težava: odvisnost od ponudnika, ki ni vedno nevtralen

4
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BigBlueButton

j BigBlueButton
l Neodvisna odprtokodna platforma za telekonference
l “Self-hosted,” neodvisna od ponudnika oblaka
l Prilagojena za pedagoško delo, zato je med 

pandemijo prodrla v visoko šolstvo
l Težava: upravljanje in nadzor

j Koliko uporabnikov, ali sploh so uporabniki
j Obremenjenost strežnika
j Razpoložljivost
j Zanesljivost 5

Kaj bi želeli

j Vpogled v sistem
l Delovanje sistema
l Število uporabnikov, število sob
l Uporabniške povezave (zvok, video)
l Obremenjenost virov – disk, omrežje, CPE, pomnilnik
l Pregled nad vozliš�i v strežniški gru�i

6
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Kaj smo naredili

j Sistem za nadzor, ki izpolnjuje prejšnje zahteve
l Preko API-ja pobira podatke iz BBB
l Grafi�en prikaz podatkov
l Obvestila o kriti�nih situacijah

j BBB exporter (Prometheus exporter)
l Prometheus, Grafana, Alertmanager, Docker 

j Odprtokodna rešitev
l 2.2 MIO prenosov Docker kontejnerja
l Ve�inoma univerze, najve� Nem�ija, tudi vzhod (Iran)

7

Metrike 1/3

8
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Metrike 2/3

9

Metrike 3/3

10
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Zaklju�ek

j Omogo�ili smo nemoten potek predavanj
l Spremljali smo obremenjenost sistema 
l Potrebne nadgradnje virov
l Težave smo zaznali vnaprej in proaktivno ukrepali
l Ni bilo ve�jih izpadov

j Vedno smo vedeli, koliko je uporabe sistema 
l Shranjenih ve� kot 1000 posnetkov

j Integracija s spletno u�ilnico Moodle

11
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Razvoj in vpeljava storitev C-ITS za cestni promet

Development and implementation of C-ITS services  
for road transport 

Andrej Štern
Univerza v Ljubljani, Fakulteta za elektrotehniko 

POVZETEK 

Storitve kooperativnih inteligentnih transportnih 
sistemov (C-ITS) predstavljajo nujen pristop k 
zagotavljanju prometne varnosti, učinkovitosti, udobja 
in varovanja okolja. Njihova postopna vpeljava na 
področju cest sovpada z razvojem avtonomnih vozil, 
konceptov pametne mobilnosti in napredku pri 
komunikacijskih tehnologijah V2X na mikrovalovnem 
in mobilnem področju 5G. Pomembni izzivi, s katerimi 
se srečujemo pri vpeljavi in testiranjih sistemov C-ITS 
v Sloveniji in Evropi, so: zagotavljanje združljivosti 
delovanja na področju Evropske unije, priprava 
standardiziranega nabora scenarijev uporabe, 
nevtralnosti uporabe komunikacijskih tehnologij in 
dodeljenega radijskega spektra ter zagotavljanje vidikov 
varnosti in zasebnosti podatkov. 

SUMMARY 

The Cooperative ITS services (C-ITS) are needed to 
achieve goals of traffic safety, efficiency, comfort and 
environmental protection. Their gradual introduction in 
the road sector coincides with the development of 
autonomous vehicles, smart mobility concepts and 
advances in V2X microwave and 5G cellular 
communication technologies. Important challenges 
arise during implementation and assessment in 
Slovenia and Europe: ensuring interoperability across 
the EU, standardization of set of services and use cases, 
communication technology neutrality including radio 
spectrum allocation, and data security with privacy 
aspects. 

O AVTORJU 

Dr. Andrej Štern je diplomiral iz 
elektrotehnike na Univerzi v Ljubljani 
leta 2003 in doktoriral v letu 2019. Je 
višji predavatelj na Fakulteti za 
elektrotehniko Univerze v Ljubljani in 
član Laboratorija za telekomunikacije 
na Katedri za komunikacijske in 
informacijske tehnologije. Njegovo 

pedagoško in raziskovalno delo vključuje mobilna omrežja in 
tehnologije, senzorska omrežja, vgrajene sisteme, internet 
stvari, satelitsko navigacijo in telematiko vozil. Je aktiven 
član slovenskega združenja ITS (S-ITS) in kot koordinator 
vključen v Delovno skupino 3 Platforme C-Roads 
(Evaluation and Assessment). 
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Cyber security mechanisms for OT systems of electric power utilities 
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Electric power utilities with their production, 
transmission, and distribution of electricity, represent 
one of the key infrastructure systems, on which relies 
operation of the entire economy system and society life 
of each country. The heart of the operation of any 
electric power system is a set of systems and a growing 
number of modern information and communication 
systems and applications, such as advanced SCADA 
systems, protection systems, distribution network 
automation systems, metering systems and even more 
innovative software applications that affect physical 
power devices. These systems and applications are 
interconnected in operational technology (OT) 
networks. Due to importance for the operation of the 

electricity system OT became an attractive target for 
cyber-attacks and increasingly sophisticated cyber 
threats. Therefore, one of the key tasks in electric power 
systems is the constant strengthening of the resistance 
against cyber-attacks, which in turn means the constant 
introduction of improved and new cyber security 
mechanisms and measures in OT networks. The article 
presents architectures and the latest technological 
solutions for rapid enhancement of the resilience 
against cyber threats and potential cyber-attacks of 
electric power utilities. 
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Peter Ceferin is the CTO of Smart Com Ltd. For over 25 
years, he has been professionally engaged in the design and 
implementation of network and security solutions in critical 
infrastructure environments, especially electric power 
utilities. He focuses on new approaches for introducing 
specialized security solutions in environments where cyber 
resilience is the key to the continued business and production 
operations.�
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Uvod - kibernetske grožnje so globalni problem

� Kibernetske grožnje in posledice 
uspešnih kibernetskih napadov sodijo 
med najve�ja tveganja, ki prežijo na 
�loveštvo

� S pojavom COVID-19 se ta tveganja še 
dodatno okrepijo

� Sprememba na�ina dela v vseh porah 
družbe in gospodarstva

� Varnostni perimeter se zaradi virtualnih 
oblik dela še pove�a

� Tudi sistemi kriti�ne infrastrukture pri 
tem niso izjema

���5�{���� ?����!�� -���!5���� 3��)���$���� $���� %&%/

Cybersecurity failure

Kibernetske grožnje globalno

� Kibernetske grožnje sodijo 
med 10 najve�jih globalnih 
tveganj

� Med tehnološkimi tveganji 
predstavljajo najve�je 
tveganje

� Trend je dolgotrajen, saj 
kibernetske grožnje kot 
visoko tveganje zaznavamo 
vsaj zadnjih 5 let

Cybersecurity
failure

���5�{���� ?����!�� -���!5���� 3��)���$���� $���� %&%%
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Procesna omrežja - OT
� OT – Tehnologija obratovalnih sistemov 

(ang. Operational Technology)

� S tem pojmom zajemamo sisteme na 
osnovi strojne in programske opreme 
namenjene zaznavanju stanj ali 
krmiljenju naprav in strojev v procesnih 
okoljih z neposrednim spremljanjem 
in/ali nadzorom industrijske opreme, 
sredstev, procesov in dogodkov.

C��B�E���3�B�E�������E
�������������	������������
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� IT - Informacijska tehnologija 
(ang. Information Technology)

� S tem pojmom zajemamo nabor 
tehnoloških rešitev, ki omogo�ajo 
procesiranje informacij, vklju�ujo� 
programsko opremo, strojno 
opremo, komunikacijska omrežja in 
povezane storitve.

‚Air gap‘

� Z oznako ‚Air Gapped networks‘ se je 
poimenoval na�in gradnje fizi�no lo�enih 
omrežij za OT in IT sisteme

� Osnovni motiv takega pristopa je bil 
zagotavljanje 100 % kibernetske varnosti

� Po drugi strani se zahteve po 
povezovanju aplikacij IT in OT stopnjujejo

� Trend povezovanja IT in OT sistemov 
mo�no vpliva tudi na zlivanje –
konvergenco omrežij v enovito strukturo

� Tudi fizi�no lo�eno omrežje ni zaš�iteno 
pred kibernetskimi grožnjami in vdori
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� ‚Enterprise Network‘ = IT
� ‚Field Network‘ = OT

T
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Zlivanje IT in OT v elektroenergetskih sistemih

Povezovanje med razli�nimi segmenti 
elektroenergetskega sistema

� IEEE P2030 – referen�na 
arhitektura

� ‚Guide for Smart Grid 
Interoperability of Energy 
Technology and 
Information Technology 
Operation with the 
Electric Power System 
(EPS), and End-Use 
Applications and Loads‘
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Kaj pa IoT in vpliv na elektroenergetski sistem?

Primer: Manipulation of demand via IoT (MadIoT)

� Indirektni napadi 
(ni potrebe po vdoru v OT sistem)

� Težko zaznavanje in odprava

� Lahko ponovljivo

� EE omrežja niso imuna na takšne napade

� Primer: simulacija MadIoT v poljskem 
EE omrežju – 1 % hipnega pove�anja 
odjema v poletnih mesecih 
(prevzem nadzora nad cca 210.000 klimatskimi 
napravami) povzro�i razpad sistema

� Prehod na brezoglji�no družbo prinaša nove 
izzive povezanih odjemalcev: toplotne �rpalke, 
elektri�na vozila, razpršeni viri…

C��B 8�
���� 0����
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��&���B ��� )����� �� T��� O������ >�%���� ��� >������
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��	���� #$�F

Kibernetski incidenti usmerjeni v OT okolja kriti�nih 
sistemov
� Kibernetski napadi na OT okolja naglo rastejo
� Širok spekter napadov
� Izsiljevalsko programje (ransomware) je postalo najpogostejša vrsta napada v OT okoljih
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� Tudi število odkritih varnostnih 
ranljivosti v OT okoljih hitro raste

� Varnostne ranljivosti najpogostejše 
odkrite v sektorjih industrije in 
elektroenergetskih sistemov

� Znotraj OT okolij se pojavlja vedno 
ve�je število IoT naprav

� Tudi te vsebujejo velik delež 
ranljivosti, še posebej je opazen 
velik delež ranljivost pri dolo�enih 
proizvajalcih kamer za video 
nadzorne sisteme

Še nekaj trendov kibernetskih groženj v OT

C��B�3�*�	��3��4��&��1�.����8����������������"�
�"�#$#�

Taksonomija napadov
Primer: Industroyer – napad na elektroenergetski sistem

� Povzro�il razpad elektroenergetskega omrežja v Ukrajini decembra 2016

� Tri faze napada
� Okužba

� V tej fazi je koda generi�na in ni specifi�na za ICS. Okužiti mora naprave (recimo HMI), 
ki imajo dostop do komponent na ravni RTP. Vstop škodljive kode obi�ajno preko 
t. i. spear phishing napadov (npr. wordova datoteka).

� Poizvedovanje in izvidovanje

� V tej fazi koda spremlja in se u�i obnašanje povezav med posameznimi komponentami 
v sistemu, pridobiva sliko sistema, kako deluje konkretno procesno omrežje in pripravlja 
usmerjen napad.

� Napad

� V tej fazi koda na podlagi pridobljenih informacij v sistemu prevzame nadzor nad 
posameznimi ali ve� napravami v procesnem omrežju in lahko izvede naslednje operacije:

� prevzem kontrole nad RTU-ji
� prekinitve procesov na ugrabljenih napravah (RTU)
� odkritje naprav, kot so stikala, odklopniki, njihovo vklapljanje/izklapljanje
� zbiranje podatkov na OPC strežnikih in spreminjanje vrednosti parametrov ali stanj
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Klju�ne lastnosti, pomembne za na�rtovanje kibernetske 
varnosti v OT sistemih elektroenergetskih podjetij

Varnost in zanesljivost
kriti�nih sistemov, ki delujejo 
24/7/365 in vklju�ujejo 
procese z velikimi 
varnostnimi tveganji

Industrijski protokoli, 
ki niso prisotni v IT in 
pogosto ne vsebujejo 
najsodobnejših 
varnostnih mehanizmov

Heterogeni in starejši sistemi 
(legacy) sistemi. OT sistemi 
vsebujejo širok spekter razli�nih 
naprav in so pogosto sestavljena 
iz ve� povezanih arhitektur

Koli�ina naprav IoT/OT hitro 
naraš�a in bo bistveno 
prerasla število naprav v IT

Referen�ne arhitekture in standardi pomembni za 
na�rtovanje sistemov kibernetske zaš�ite v EE sistemih

� PERA (Purdue Enterprise Reference Architecture) – referen�na 
arhitektura za na�rtovanje mehanizmov kibernetske varnosti 
v OT

� Na procesni ravni je to hierarhi�na arhitektura s 3 conami 
in s 6 stopnjami:

� Enterprise cona predstavlja IT
� Manufacturing in Cell/Area coni pa OT

� V vsaki coni in stopnji se uporablja omrežne tehnologije, 
ki temeljijo na IP in Ethernet, obstajajo tudi razli�ne referen�ne 
arhitekture

� Zlivanje OT in IT se izvaja med stopnjo 3 in 4 preko DMZ cone 
(tudi stopnja 3.5)

� Na omrežni ravni je zaradi zagotavljanja varnosti dodana še 
cona DMZ (Demilitarized Zone)
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Standardi, na katere se naslanjamo pri 
na�rtovanju kibernetske varnosti v OT
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Pogled na
komunikacijs
ko arhitekturo 
v IEC TC 57 

G��� :))���?���� <8����

 ?<
-����

>?<
-����

<;->-

;���
�������� G
�

4�@� <
	�������
-
�������� <8�����

'��������" ;�����" ?������

<9�������" ����)����"
����
������ ����)����

� ; CBO�A � ; CBOCH

� ; CBO�A

� ; CAH�A7C
�-< �&M�;;'

� 
;
CA
H�
A7
17
BA
&

CA
H�
A7
17
BA
BM
BA
0

<<
7;
;

� 
;
CB
H1
A

� 
;
C&
�&
1

� 
;
CB
OC
H

<<7<<
� ; CBH1A

> 4 K������

� ; CBH1A7OA7�" H"
O" BA" B1

> 4 <�����

� 
;
CB
H1
A7
�7
0&
A

� 
;
CB
H1
A7
�7
0B
A

� 
  

BH
B1

*>
/
'�
+

� ; C&�1B
;8	����
��8

;����� ;���� -

>����	
���  ���8
4���
��� *> 4+

;����� ;����G

58���������M K��
�
	��� '�9� '�����

<
	�������� M F���� >������

K::< " <�
� ; CBH1A

� ; CAH�A717BA� � ; CBH1A

'?@�

� ; CBH1A7
OA71

� ; CBH1A

�
	��� ���
������� �8�����

58�� �8�����

 ������ �������

Struktura družine standardov IEC 62351
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� Naslonimo se na t. i. zrelostni 
model

� Z analizo trenutnega stanja 
ugotovimo, na kateri to�ki 
modela se nahajamo po vseh 
treh dejavnikih

� In opredelimo nadaljnje korake 
razvoja zrelostnega modela in 
posledi�no pove�evanja 
odpornosti organizacije z ozirom 
na na�rtovana investicijska 
sredstva

h 

ke 
n

om 

Na�rtovanje ukrepov pove�anja odpornosti 
na kibernetske grožnje

Mehanizmi kibernetske varnosti v OT sistemih 
elektroenergetskih podjetij

Prepre�evanje okužbe 
z zlonamerno programsko 
opremo

� Preverjanje pošte

� Osveš�anje zaposlenih 

Sledenje grožnjam in anomalijam 
v OT sistemu (ADS – Anomaly
Detection System)

� Vzpostavitev vidljivosti naprav, 
prometnih tokov, protokolov, 
ranljivosti

� Globoko preverjanje paketov z 
uporabo ML in AI

� Zaznavanje odstopanj, anomalij in 
groženj v OT sistemu

� Vse v realnem �asu

Segmentacija omrežja in 
povratna zanka

� Segmentacija z uporabo dobre 
prakse in IEC 62443

� Uporaba namenskih OT 
požarnih pregrad in IDS

� Povratna zanka z ADS za 
zaš�ito segmentov

Uporaba prediktivne zaš�ite

� Proaktivno izvajanje ukrepov 
za pove�anje odpornosti in 
zmanjšanja tveganj

� Prediktivno ukrepanje na 
podlagi IoC (Indicators of 
Compromise) in vgrajene 
inteligence pri zaznavanju 
groženj

Varen oddaljen dostop

� Uporaba namenskih rešitev 

� Mo�na gesla

� Dvo-faktorska avtentikacija

� »Zero-trust« pristop

Sistematsko na�rtovanje 
kibernetske varnosti v OT

� Izkoreniniti miselnost »to se nam 
ne more zgoditi«

� Uporaba zrelostnega modela 
kibernetske varnosti v OT

� Integracija z ostalimi sistemi ali 
VOC

� Upravljanje s sistemi Kibernetske 
zaš�ite

Na�rti neprekinjenega 
poslovanja OT
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Primer: Purdue model za na�rtovanje 
kibernetske varnosti v EE sistemu
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Poznavanje narave prometnih tokov in pretokov je 
klju�nega pomena za na�rt vzpostavitve ADS in NGFW
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Primer: vzpostavitev sistema za sledenje in zaznavanje 
kibernetskih groženj ADS

� Korak 1: vzpostavitev vidljivosti, sledenja 
in zaznavanja na ravni centra vodenja 
(ADMS, SCADA)

� Korak 2: integracija v SIEM in/ali VOC 
(že vzporedno s korakom 1, enako za 
korak 3)

� Korak 3: vzpostavitev vidljivosti, sledenja 
in zaznavanja na ravni RTP postaj

� Korak 4: s širitvijo aplikacij in 
inteligentnih sistemov na raven NN 
omrežja v arhitekturo vklju�iti tudi TP 
postaje (20/0,4 kV)
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Sledenje OT ranljivostim, 
grožnjam in nicidentom
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� Vzroki za blokiran promet, ki ga ustavi 
industrijska požarna pregrada na podlagi 
signala iz sistema ADS:

� Ukaz, ki ni legalen (npr. manipulacija z vrednostmi 
protokolnih spremenljivk)

� Napa�na ali škodljiva funkcijska koda – npr. ukaz za 
zaustavitev in/ali ponovni zagon

� Nekontrolirano nalaganje programske kode (firmware)

� Škodljiva programska koda (malware)

� Izsiljevalsko programje (ransomware)

� Zaznana škodljiva koda na podlagi IDS podpisa

� Zaznan IoC – Indicator of Compromise – pred nami je 
t. i ‚Zero Day‘ napad

� Zaznan nedovoljen vzorec v pretoku podatkov – pred 
nami je lahko t. i. ‚Zero Day‘ napad
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Zaklju�ek

� Procesna okolja (OT) v elektroenergetskih sistemih, postajajo privla�ne tar�e za 
kibernetske napade, ki se z leti pove�ujejo, ravno tako odkrite ranljivosti v OT 
sistemih

� Na�rtovanje mehanizmov kibernetske varnosti je proces, ki se za�ne s 
sistematskim pristopom pri identifikaciji OT okolij in nadaljuje pri uvajanju 
mehanizmov, ki pove�ajo odpornost OT sistema proti kibernetskih grožnjam

� Z uporabo referen�nih arhitektur in sektorskih standardov na�rtujemo obsežen 
sistem obrambe in medsebojno povezujemo in integriramo tehnološke rešitve, 
procese in �loveške vire, ki so še vedno klju�en faktor za u�inkovito obrambo 
pred kibernetskimi napadi

www.smart-com.si

Imate vprašanje?

E: peter.ceferin@smart-com.si

?

si
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communication technologies and systems, e-health, business 
intelligence and data, e-learning systems, information 
security and process management. 

Bojan Jurca graduated in computer and information 
science in 1990 at the Faculty of Electrical Engineering and 
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and healthcare companies on different positions, as a 
programmer, database architect, CIO, BI consultant, 
assistant director of a hospital. He is currently working for 
Telekom Slovenije, where he was responsible for managing 
RDP5 project of EkoSmart programme. 

Peter Pustati�nik is currently head of eHealth and eCare 
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University Medical Center of Ljubljana (UMCL) as the Head 
of Economic sector, at private health insurance company 
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insurance Institute of Slovenia (HIIS) as Director of Sector of 
Controlling and as a member of the Supervisory board. He is 
a certified DNV DIAS quality hospital standards, EFQM in 
CAF assessor. He has successfully implemented these 
business models in UMCL, Vzajemna, insurance company 
and HIIS. He has received several awards for his work in the 
development and implementation of business models. He has 
successfully led the development and establishment of the 
Smart System of integrated Health and Home Care, which 
was recognized as an international example of good practice 
in EU programmes HOPE in HoCare. 
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5G technologies for increasing resilience
of critical infrastructure 

;
�����������
���������������(���

�

�
X���

	�

������"�'*� %y� �<��'('�� ����� ����)��� �������!���
<�����<�� ��� ���*��-��� ]������)(��*�*� *�������(�*9�
����=�*� ��� ���������*� �������*3�'*9� �)�*8�*�
��U�*���(��(�*9� ��<��*� ����='*� ���9� ����=��� ��-���9�
���,^9� ��� �)� <�*������ ��<������*3�'�� ��� (<��*)��
���"�8*'�� �-"�*��'�� -*����'����� ��� �������
�*-<���=�'����� ���(���*3�'����� ����=�'9� �*���'�����
�*')��'� -*�������� ��"������� �����8��� ��U�*���(��(��9�
���� ��� <����*��!8*� ���� '*��*� ��� -*��)�*� �*�����,� ��
<�����*������ )���� �*� <�������� (<��*)�� <�����*�����
�*-������������!����*-!������9�������"�8*'��<���8��*�'��
��<�������� -*��)���� ��� '*����� ����=�'� %y� �*� �������
����(*��-*3�'�9�����=����������*3�'���������*��-����%y�
��X��]����*�����<��*������U���X()��3��*U��;^,�

�W44��w�

5G introduces novel technological approaches and 
mechanisms (distributed architecture, network and 
service orchestration, cloud infrastructure, open RAN 
networks, network slices, etc.), which, when properly 
implemented and used, enable implementation of 
reliable and resilient communication networks for the 
most demanding critical infrastructure segments 
presented by ports and security services. In the 
presentation, we will show the developed technological 
extensions, which enable increasing the resilience of 
private and public 5G networks based on virtualization, 
network orchestration and 5G IOPS (Isolated 
Operations for Public Safety) mechanisms. 
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Janez Sterle is a co-founder and CEO of INTERNET 
INSTITUTE Ltd. He received his M.Sc. and Ph.D. degrees in 
telecommunications from the University of Ljubljana, 
Slovenia. His main area of work concerns network design, 
planning, service management, testing and implementation in 
production networks for 4G/5G, NFV, IPv6, QoS and QoE, 
PPDR and NATO enabled tactical communication system; 
testing, measurement and verification of state-of-the-art 
protocols and technologies. He has an established track 
record of R&D and production-grade projects in 
communications, safety and security sectors, including EC’s 
H2020 projects 5G-LOGINNOV, Int5Gent, EVOLVED-5G, 
5GASP, 5G-INDUCE, 5G-IANA, MATILDA-5G and 
5GINFIRE on the topic of 5G, and cooperates closely with 
the respective industries, practitioners, regulatory and 
legislative bodies on strategic and technical levels. He holds 
industrial certification and various US patents in the field of 
mobile systems.�
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Sponzors

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ZLATI / GOLDEN

SREBRNI / SILVER

BRONASTI / BRONZE

ZNANSTVENI / SCIENTIFIC
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VARNOST, BREZ KOMPROMISOV

ZAVEZANI SMO H GRADNJI 
�������	
��
��
����	 
STABILNA IN ZANESLJIVA





As the world goes digital, mobile 
networks are becoming the open 
platform of innovation serving 
business, society and mission critical 
use cases. 5G gives communication 
service providers the ability to serve 
these use cases with secure and 
resilient connectivity, connecting 
everything from enterprises, smart 
factories and critical public safety 
infrastructures.

Telecom security  
for a connected world

www.ericsson.com/en/security




